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Abstract. Cuckoo hashing was introduced by Pagh and Rodler in 2001
[12]. A set S of n keys is stored in two tables 77 and 7% each of which has
m cells of capacity 1 such that constant access time is guaranteed. For
m > (1+¢)n and hash functions hq, ho that are clog n-wise independent,
Pagh [11] showed that the keys of an arbitrary set .S can be stored using
hi and hy with a probability of 1 — O(1/n).

Here we prove that a family of simple hash functions that can be evalu-
ated fast is not sufficient to guarantee this behavior, namely there exists
a “bad” set S of size =~ (7/8)-m for which the probability that the keys of
S cannot be stored using hq and ho is 2(1). Experiments indicate that
the bad sets cause the cuckoo scheme to fail with a probability much
larger than formally proved in our main theorem.

Our result shows that care must be taken when using cuckoo hashing in
combination with very simple hash classes, if a small failure probability
is essential since frequent rehashing cannot be tolerated.

Key words: data structures, randomized algorithms, cuckoo hashing,
universal hash classes, lower bounds

1 Introduction

1.1 Cuckoo Hashing

Given two hash tables T7, T, each of size m, and hash functions k1, hy mapping
a universe U of keys to [m] = {0,1,...,m — 1}, the two possible positions for a
key x are cell hy(z) of Ty and cell hy(x) of Ts. For a given set S C U and hash
functions hy, ho we say that hy and ho are suitable for S if it is possible to store
the keys from S in T3, T according to hq, he in such a way that distinct keys are
stored in distinct table cells. For a detailed description and the basic analysis
of cuckoo hashing, see [14]. In [11] it is shown that if m > (1 + &)n for some
constant € > 0 and hq, hy are chosen at random from a clogn-wise independent
class of hash functions, for a suitable constant ¢, then for each S of size n the
probability that hy and hg are suitable for S'is 1 — O(1/n).
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1.2 The Hash Function Family

We consider the following hash function family. Let 1 < I < k and U = [2*].
Then HP" := {ha: U — [2'] | a € O}, where Oy, := {1,3,5,...,2" — 1}, and
for x € U we let h,(z) := (a -z mod 2%) div 2= € [2!] = [m]. We refer to this
family as the multiplicative class [5]. In [5], the multiplicative class is proved
to be 2-universal with respect to the following well known generalization of the
original notion of universality, which is due to Carter and Wegman [1].

Definition 1. A family H of hash functions h: U — [m] is called c-universal if
for arbitrary keys x # y and h chosen uniformly at random from H,

Pr(h(z) = h(y)) <

<
-
1.3 Related Work

Recently, Mitzenmacher and Vadhan [10] approached the question of the behav-
ior of weak hash classes from the other direction: they showed that if the key
set S is produced by a random process that satisfies certain requirements then
weak hash classes (including H’,;f‘lllt) will produce a distribution of hash values
that is close to uniform. In particular, in such a situation cuckoo hashing will
work well.

In a related paper [6], the authors show that cuckoo hashing will not work
well with a set S chosen randomly if S is very dense in U, in the sense that
m > |U|'~7 for some small constant . This seems to contradict [10]. However,
the hypotheses of the result in [10] lead to the requirement that S is not too dense
in U, and hence in [10] no statement is made about the situation investigated
in [6].

In [3], Cohen and Kane show that even the property of a hash family to be
5-wise independent is not sufficient to guarantee that cuckoo hashing works well.
The hash family constructed there as a counterexample is quite contrived and
not suited for being used in practice.

1.4 Owur Result

The purpose of the present paper is to show the following: even if U is much
larger than [m], when applied to cuckoo hashing the multiplicative class has
deficiencies in comparison to {2(log n)-wise independent classes, in the sense that
there are structured key sets S, constructed as a mixture of regular patterns
and randomly chosen keys, that will make cuckoo hashing fail with constant
probability (in place of the O(1/n), resulting from the analysis in [11]). The
construction and proofs are totally different from those in [6]. Here again, our
result is no contradiction to [10], as we allow only very restricted randomness in
the data. In fact, our result implies the existence of a set without any random
elements for which cuckoo hashing with the multiplicative class behaves badly.
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According to a statement in a recent paper by Mitzenmacher, Kirsch, and
Wieder [9], our result shows that even in the case where S is very sparse in U, the
combination of cuckoo hashing with the multiplicative class will be unsuitable
for production systems where a constant failure probability is not tolerable, no
matter how small it is. The method proposed in [9] (utilizing a small extra stor-
age, called a stash, to circumvent the effect of few keys that obstruct suitability)
will not help in this situation.

2 Preliminaries and Main Result

2.1 The Cuckoo Graph and Bad Edge Sets

The cuckoo graph (see e.g. [4]) represents the hash values on a set S of keys
in U for hash functions hy, hy: U — [m]. Its vertices correspond to the cells in
tables 77 and T5, and an edge connects the two possible locations T} [h1 ()] and
Talh2(x)] for a key x € S. Formally, the cuckoo graph G(S, hy, ha) is defined
as an undirected bipartite multigraph (Vi, Vs, E) with vertex sets Vi = [m]
and V5 = [m], and edge (multi)set E = {(h1(x), ha(z)) | € S}. We refer to
G(U, h1, ha) as the complete cuckoo graph.

If G(S,hy1,hs) = (V1,V5, E), we call E' C E a bad edge set if |E'| is larger
than the number of distinct vertices that are incident with edges in E’. The
following lemma will be useful.

Lemma 1. The hash functions hy and he are suitable for S if and only if
G(S, h1,hs) does not contain a bad edge set.

Proof. In [4] it is shown that hy; and ho are not suitable for S if and only if
G(S, h1,hs) has a connected component that contains two or more different
cycles. It is not hard to see that this condition is equivalent to G(S,h1, hsa)
having a bad edge set. a

2.2 The Main Result

For hash functions h1, he and S C U, all of which may be the result of a random
experiment, we denote the probability that h; and hs are not suitable for S as
failure probability pr = pr(S, h1,ha). As building blocks of our “bad” key sets
we define “grid sets”, which are arithmetic progressions in U with step size 2¥~.
Let § = 1/8 and d := [(1 — 6)m/3]. Define x;(c) := (c + i - 2¥~!) mod 2*, for
c € [2¥] and i € [2!], and the grid sets

Ge:={zi(c) |i€[d]}, for c € [2"] .

To get .S, we perform the following random experiment: choose ¢ at random from
Oy, and choose a random subset R, of U — (Gq U G,.) of size d. Then

S=S5(c,R) =GyUG.UR, . (1)

The purpose of this paper is to establish the following theorem.
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Theorem 1. Ifl > 14 and k —logk > 31+ 5, then for the set S = GoUG.U R,
of size 3d < (7/8)-m+2 formed by the random experiment as just described and

for hqy, ha, chosen from H%M uniformly at random we have pp = 2(1).

The rest of the paper is devoted to the proof of this theorem, where we assume
[ >14 and k —logk > 31+ 5 (2)

throughout, particularly in Lemmas 2, 3, 4, 5, 7, and 11. The constant lower
bound we establish for py is 2724, Experiments indicate that the failure proba-
bility for the sets S constructed here is much larger.

3 Basic Structure of the Proof

Apart from the grid structure of the set S, a certain property of hash function
pairs is vital in our proof: we say that a pair (hg,, ha,) of hash functions from
HPW has an almost uniform distribution of values for the domain D € {U, Oy},
if for x chosen uniformly at random from D we have

1
(i, j) € 27 727 <Pr((ha, (2), hay (@) = (5,5) <4-277 . (3)
In Sections 4 and 5 we prove the following two lemmas, respectively.

Lemma 2. If (2) holds, then a fraction of more than 1/7 of all hash function
pairs (hay, ha,) has an almost uniform distribution as in (3) for D € {U, O}.

Lemma 3. Let (hq,,ha,) be a pair with almost uniform distribution for D €
{U, O}, assume (2), and let S = S(c, R.) be chosen randomly as in (1). Then
pr(S) > 272

Once these lemmas are proved, we have proved Theorem 1, because 2724 <
(1/7) : 2_21 <Dpr = pF(S(Cv Rc)7 hal ) haz)-

4 Proof of Lemma 2: Many Hash Function Pairs Have an
Almost Uniform Distribution

The distribution of hash value pairs for D € {U, O} is represented by the cuckoo
graph G(D, hg,, hg,). In [6] the following simple observation was made.

Observation. The set {G(D, hq,, ha,) | a2 € Ok} of cuckoo graphs for fized aq
and variable as does not depend on a;.

So, we can assume w.l.0.g. that a; = 1, and it remains to identify a suitable set
Ay C Oy of parameters as. Let

k—1 k—1
Ay = {a € O | 32 € Og—1)—(142): axr mod 2k ¢ {24,,22 — 1}} . (@)

We will show (Lemma 4) that each pair (hi, b, ), a2 € Ag, has an almost uniform
distribution for D € {U, O}, and that |As2|/|Ox| > 1/7 (Lemma 5), which
concludes the proof of Lemma 2.
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Lemma 4. Each pair (hi,ha,), as € Az, has an almost uniform distribution
for D € {U,Oy}.

Proof. We define minp and maxp as the minimum cardinality and mazimum
cardinality of a preimage with respect to (hy, hg,) for the domain D, respectively,
i.e. minp := min{|{z € D | (h1(x), ha,(x)) = (,7)}|: 4,7 € [m]} and maxp
accordingly. If = is chosen uniformly at random from D, then for all 7,5 € [m)]
we have )
minp

D]

maxp

< Pr((ha (@), haa () = (6:9)) < =5

()

The cardinality of the preimage of (4, j) with respect to a uniformly distributing
hash function pair is avgp, := |D|/2%, as m = 2!. Assume that

maxp

minp =4 (©)
Then we have minp /|D| > maxp /(4|D|) > avgp/(4|D|) = (1/4)-272! and sim-
ilarly maxp /|D| < 4-272 and together with (5) this yields (3). So, it remains
to prove (6). Consider the matrix B = (by )z yev that is given by b, , := 1 if
y = asz mod 2%, b, , := 0 otherwise. Let U; := {i2*=! ... (i + 1)2¥=! — 1} for
i € [2]. Observe that the number of 1s in the submatrix B; ; := (by,y)zcu;,yeu,
is [(h1, hay) "1 (i, 4)| for D = U (Fig. 1), as well as for D = Oy, if every second row
is counted. This follows from the fact that z div 25~ = for all z € U;. Further-
more, observe that the pattern of 1s in all submatrices B; := (by y)zecv, yeu 18
equal in the sense that B; is just a shifted version of B; for arbitrary i, € [2!].
This in turn follows from the fact that each row contains exactly one 1, and from
the obvious equivalence by, = 1 < b(341) mod 2%, (y+as) mod 2= = 1, which holds
for all z,y € U.

Thus, for estimating the values of maxp and minp, we can restrict ourselves
to considering By. We have to show that the number of 1s in arbitrary blocks
By,j and By jr, j,j’ € [2!], differs by no more than a factor four.

Fix a3 € A, and, according to (4), © € O—_y)—(42) With azz mod 2% €
{2k=t/4, ... 2%=1/2 — 1} arbitrarily. For each ¢ € [], consider the row sequence
(asgt))ogsgdt, where 2 1= (s-x+1t), and

4, = {2’” —(t+ 1)J )

x
is the maximum natural number with (s-z+t) € Up. The 1 in row 2" resides in
column ygt) = azxgt) mod 2%, and we refer to the sequence of matrix positions
(acgt), ygt))ogsgdt which represent the 1s in rows (:cgt)) as (onesgt)). Observe that
the set of the 1 positions in By is the disjoint union of the sets {onesg) | s €
{0,...,d¢}} over all ¢ € [x]. Now consider a sequence (onesgt)) for a fixed ¢ € [z].
(If for all j,5" € [2'] the number of 1s in By ; and By ;s given by (onesgt)) differs
by no more than a factor four, then the same is true if we sum over all ¢ € [z].)
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y=ayrmod2F —
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1
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' 1, iff 2 €|(h1, has) ~{(i,5) Ui
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2k-1

| —
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Fig. 1. The number of 1s in B;; is |(h1, hay) ' (i, 4)| for D = U, because the single 1
in row z is in row block i = z div 2~ = h;(z) and in column block j = A, (z).

Whenever the sequence (onesgt)) passes a block By ;, it hits this block with
at least two and at most four successive elements, because by the definition of

As the step size y of the column sequence (ygt)) is

y = agx mod 2% € {2871 4 . 2F7l/o 1}, (8)
Furthermore, the sequence (onesgt)) passes each block By j, j € [2!], at least
once, because the sum of d; steps of size y is greater than 2% — 25=1/2 by (7)
and (8).

We obtain an upper bound on maxp / minp as follows. Consider an arbitrary
block By ;. The sequence (onesgt)) might pass this block only once and hit it with
two elements or pass it twice and hit it with four elements. Now assume that
there exist blocks By ; and By j/, j, j' € [2'], such that (onesgt)) passes By j/ once
and hits it with only two elements, whereas By ; is passed twice and each time

hit with four elements. In this worst case, the number of 1s, given by (onesgt)),
differs in the two blocks by a factor four, and hence (6) is proved for D = U (see
Fig. 2).

For D = Oy, the argument is similar, noticing that every second element of
(xgt)) is odd: if ¢ is odd, then 2V is odd for every even s, and vice versa. Thus,
the corresponding sequence of matrix positions which contain the 1s passes every
block By ; at least once, and hits it with one or two elements, whenever it is
passed, and so on. a

Lemma 5. |A3|/|Ok| > 1/7 .
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y = agx mod 2F

Uo U1 U2 Uy
/—’A B
Zk—l 2k—l
4 2
gt SEEIIY R
Ud 27 By ; Bo,jr
o=1

(0)

Fig. 2. (ones; ') in the worst case with respect to maxp / minp

Proof. Consider Aj as in (4). For all x € O,_;)—(42) and i € [z] we define
Lo ok ok—1-2y Lo ok | ok—i-1
Qw’i = ;(22 +2 )7;(7/2 +2 ) , (9)

and Q, := Uie[w] Qi and Q = UIEO(kfz)f(ZJJ) Qz. Then As = Q N Oy, where
for our purposes the obvious subset relation @ N Oy C A, is sufficient. Observe
that there exist disjoint half-open intervals Iy, ..., I; of the form [a’,b') and of
length > 2! such that Q = Ui<j< {;- This in particular implies that ¢ < 1Q|/2.
As |Q| = |Ii| + --- + |I;| and each interval I; contains at least ||I;|] natural
numbers, of which at least ||I;|/2] are odd, we have

|A2‘Z‘Q00k|> Z <|I2j|—1>:|622|_t>(1_2—l+1)_m22|’

1<j<t

and hence |As|/|Ok| > (1 — 2711 - |Q|/2%. We show that |Q|/2* > 5/25. Then
(1—27"1).1Q|/2% > 1/7 for | > 14 — as desired.

A simple inclusion-exclusion bound, Boole’s inequalities, turns out to be help-
ful to establish a lower bound for |Q|/2.

Lemma 6 (Boole’s inequalities). Let D1, ..., D,, r € IN, be arbitrary events.
Then

ZT:Pr(Di) - Y Pr(DinD;)<Pr <U Di> < iPr(Di) .

1<i<j<r i=1

In order to apply it, we normalize all values by shrinking the interval [0,2%) to
[0,1) and working in the measure space that is given by [0,1) with the usual
Lebesgue measure .

Now, in direct correspondence to (9), we define the sets

1
Ez,i = |-

x xZ

1
(i 42702 Z (6 + 2—(l+1>)> , (10)
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as well as Ey := U;c(y o and E = U co, 4y, Bao- Then 1Q|/2% = \(E).
The following lemma allows us to apply Boole’s lower bound inequality.

Lemma 7. Let x,z" € [2(-=0D=042)] _[2(k=0=(43)] 5 < 2/ be coprime. Then

3
MEy; NEy) < 16 2277
The intuitive meaning of this lemma, whose proof can be found in the full paper,
is as follows: for the admitted x and 2’, the probability A(E, N E,/) of E, N E,
is not much larger than \(E,) - A(E,) = (27422 = (2/16) - 272, and hence
approximately the same as in the case of independence between E, and FE,.
Consider the following fact that was proved by Finsler [7].

Lemma 8 (Finsler’s inequalities [7]). Let n € IN, n > 1, and define n(n) as
the number of distinct prime numbers less than or equal to n. Then

n ™
Sm(zn) < "M~ ) <SS

By Finsler’s inequalities, we know that the set [2(F=D—(+42)] _ [2(k=0)=(+3)] con-
tains at least 25~2=3/(31n(25~2~2)) distinct prime numbers. Of course these
prime numbers are odd and pairwise coprime. For &k —logk > 31 4+ 5 we have
2k=21=3 /(31n(2F=21=2)) > 2L, So, let PR be a set of exactly 2! distinct prime
numbers in [2(6=0=(42)] — [2(k=0=(43)] We complete the proof of Lemma, 5 as
follows:

Q|
Sk = AE) = U E, (see (10))
€0 (k—1)— (1+2)
> A ( U Ez) (PR C Ok—1)—@i+2))
z€PR
> Z MEg) — Z ANE, N Ey) (Lemma 6)
z€PR z,z’ EPR,
r#x!
> 2l 9= (42 _ 2 3 2~ (Lemma 7)
2) 16
)
> 2%

5 Proof of Lemma 3: pp(S) Under the Condition of an
Almost Uniform Distribution

For the proof of Lemma 3 we consider the cuckoo graph G = (V1,V5, E) =
G(S, hay s hay) of the set S = S(c, R.). We show that if ¢ is suitably chosen then
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a large subset of the edges corresponding to Gy and G, in G form a set of simple
paths with disjoint vertex sets. The number of these paths is a random variable
A. Then we prove a lower bound for the probability that we chose a suitable ¢
and that under the condition of a suitable ¢ choosing R, yields > A+1 edges with
endpoints on the A paths, and hence yields a bad edge set. This will conclude
the proof of Lemma 3.

In the following we refer to the edge that corresponds to a key x;(¢') € G
as e;(c) for arbitrary ¢’ € U, and we say that the keys x # y collide under the
hash function h if h(x) = h(y).

Lemma 9. Fach hash function h, € Hzﬁllt maps G one-to-one into [m] for
arbitrary ¢ € U.

Proof. Let z,y € G, x # y, be arbitrary. We have to show that hq(z) # ha(y)-
Let i and j be the unique numbers in [d] with = = (¢ + i - 2¥~!) mod 2% and
y = (¢ + 7 -2 mod 2¥, and assume w.l.o.g. that i < j. Then we have
y = (x +1t-2F1) mod 2* for the positive integer t := j — i < 2!/3. Now, on the
one hand we have

ha(z) = (az mod 2%) div 28" |

and on the other hand we derive
ha(y) = ((az mod 2% + at mod 2% - 2F=1) mod 2%) div 28~ .

As 0 <t < 2" and a is odd, ¢ := at mod 2 is neither zero nor a multiple of 2'.
This implies that ¢’ - 25! mod 2% > 28! and hence hq(x) # ha(y)- O

Lemma 9 applied for ¢ = 0 and ¢’ = c, respectively, yields that the edges
corresponding to Gy and the edges corresponding to G. each form a matching
of size d. Imagine each of them as a set of d parallel lines in increasing order
w.r. t. the indices i € [d] of the edges e;(0) and e;(c), respectively.

Consider eg(¢) = (hq, (20(c)), ha, (x0(c))) and assume that z;, (0) and zo(c)
collide under h,,, and that x;,(0) and xo(c) collide under h,,, respectively, for
i1 # 12, w.l.o.g. i1 < i2. The following Lemma, applied for h, = hg,, a = 0,
B =c¢ i=11,and ¢/ =0 as well as for hy = hy,, a =0, =1¢, i =1i9,and V' =0
says that under this assumption there is a sequence of collisions between keys in
Go and G, both with respect to h,, and hg,.

Lemma 10. Let h, € Hgff“, as well as offsets o, 3 € U, and indices i,i’ € [2']
be arbitrary. If z;(a) and x;(3) collide under h, then z;(a) and xj (3) collide
under hq, for all j,j' € [2Y] with j — j' =i —1i'.

The proof of Lemma 10 is a straightforward calculation and can be found in the
full paper. So we have hq, (z;(c)) = hq, (x;,+;(0)) for 0 < j < d—i,—1,t € {1,2},
and hence the two matchings given by the edges of Gy and G, can be merged
as depicted in Fig. 3. This reveals the existence of A := iy — i; simple paths
Py,...,Pa_1 in G with disjoint vertex sets. Furthermore, the total number |V
and |V3] of vertices in V; and in V5 covered by these paths is at least d — iy,
respectively.
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@ rrreenaans o P
[ o P
A=3

Fig. 3. The A paths in G for eg(c) = (ha, (%i; (0)), hay (24, (0)))

Let d' := [d/27] + 1, and

Z :={(ha, (2:,(0)), hay (i, (0))) | i1, 82 € [d'], i # i2} . (11)

For ep(c) € Z we have just proven the existence of A < [d/27] simple paths
Py, ..., Pa_1 in G with disjoint vertex sets, which in total cover the vertex set
V! C Vi and V4 C V; of size > d — [d/27], respectively. We assume w.l.o.g.
that S is the result of a random experiment where first ¢ € Oy, and then R, C
U — (Go UG,) is chosen uniformly at random. So,

Pr(eo(c) € Z) = Y Pr((hay,has)(e) = (i, )

(i,j)€Z
> 7] 7277 (Lemma 2)
> (;) LQTA=2 ((11), Lem. 9)
a2
> 00 (d=T(1-6)2/3]) ()

If eg(c) € Z and if the uniform random choice of R, C U — (G U G.) yields
> A+1 edges in V{ x V3, then these edges together with the edges of Py, ..., Pa_1
obviously form a bad edge set. We refer to the event that choosing R. yields
> A+1edgesin V/ x Vj as F.

3
Lemma 11. Pr(F | ep(c) € Z) > 1 —exp (— (@) 21_9> .
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This is proved by an application of Chernoff bounds. For the details, see the full
paper. Now we complete the proof of Lemma 3 as follows.

pr(S) > Pr(eg(c) € Z) - Pr(F | ep(c) € Z)

> L0 (1 ~exp (— (“;‘”) 219>> (+), Lemma 11)
> <;>2 922 (1 — exp < <;)3 2”8>) (6=1/8)

>272 (1> 14)

6 Experiments

We implemented cuckoo hashing in a straightforward way, using the random
number generator class Mersenne Twister from the colt distribution for both hash
functions and key sets.! We carried out experiments that were meant to obtain
estimates of the failure probability pp by counting average failure frequencies
among 5 independently and uniformly random chosen grid based sets S(c, R.),
as considered in the proof of Theorem 1, of size (1 — d)m, each set inserted 10
times with independently and uniformly random chosen hash functions. This
was repeated several times for fixed ¥ = 126 and § = 0.1, and for each [ €
{1,2,...,22}. The result is depicted in Fig. 4.

It can be seen from Fig. 4 that for a randomly chosen grid based set S and
hash functions hq, ho chosen uniformly at random from the multiplicative class
pr at least for some [ appears to be much larger than the constant from Theorem
1: the bound of Theorem 1 is 2724, whereas we see a failure rate of 8 or 9 percent
for set sizes of about one million. The deviation from this failure rate for I < 20
may to some extent be due to the small table sizes tested. We do not yet have
a good explanation for the variation in the failure rate.
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