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Design and Deployment of a Monitoring Sensor for Enterprise’s Networks

Enterprise’s computers that are connected to the Internet are often targets for attacks and
need to be protected. Using sensors, a network security monitoring system can collect
security events from different locations in the network, analyze them and give indications of
possible network attacks. However, it is still not clear how a sensor network can be
designed and how can the sensors be managed. This paper presents an approach for
modeling a sensor management system within an enterprise’s network security monitoring
framework. We discuss the overall architecture of sensor networks as well as several factors
that influence the sensor network design and present a framework for a sensor
management system.
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