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TELEMATIK

rezevee \Who are we?

O Fachgebiet ,Telematik/Rechnernetze”

O Prof. Dr.-Ing. GUnter Schafer
g.schaefer@ieee.org oder guenter.schaefer@tu-ilmenau.de

O M.Sc. Jan Stoyke

O Web page:
B http://www.tu-ilmenau.de/telematik

O Teaching (Summer Term):
O VL Advanced Networking Technologies
U VL Programmierparadigmen
O VL Schutz von Kommunikationsinfrastrukturen
U VL Telematik 1
O Hauptseminar Telematik
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TELEMATIK

ez Main Research Topics (of your Lecturer)

O In general: architectures and protocols of communication systems
O Structure, design, performance evaluation, implementation, ...

U For all types of communication: computer networks, voice communication,
data & multimedia content, technical communication (control devices)

O Special focus on security issues
7 n Y

O More specifically: b
O Security requirements of communication services e

® Authenticity, integrity, confidentiality of
peer entities and exchanged data

O Security aspects of protocol mechanisms

® What side “security relevant” side-effects are
introduced by specific mechanisms?

0 How to protect communication infrastructures

® Main issue: How to ensure availability of
systems and offered services?
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TELEMATIK

e Topic of “Telematics I”

d Have you ever wondered what really happens when
O Typing http://www.tu-ilmenau.de into a Web browser?
O Making a phone call?

O How does data get from one device to another?
O What happens “behind the scene” and “on the wire”?

O Communication systems enable this transport of data

O What are the necessary ingredients for such systems? Typical
components?

Q Are there any basic mechanisms to put such components together? To
organize their working together?

O How can we cope with size, complexity, failures, user demands, ... in such
systems?
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i EM JiLs . 13 . ”
ezneze Topic of “Telematics |
]
O This lecture is about basic architecture and protocol mechanisms
Q Attempts to give an overview of important components
O For both data communication and voice / “telecommunication”

O It is not about specific technical solutions

O Itis not about mobile and wireless communication
O Covered in follow-up lectures
O Requires “Telematics I” as pre-requisite

QO Itis not about distributed systems
O Rather, builds the foundation for them to work
QO It only gives a rough introduction to network security
O There is also a specific lecture on this topic during the winter term
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TRELEMATIK

reeveze Eormalities — Resources

O Slides are/will be available on the web site

O There will be no script
Q Secondary literature is necessary

O To give due credit where credit is due:

O Large parts of the course slides are taken from a set of slides prepared /
compiled by Prof. Holger Karl from University of Paderborn

0 Some of the material on these slides (text, pictures, graphs, pictograms,
etc.) is used from lectures given by Profs. Kruger, Juling, Zitterbart,
Schiller, Carle at the Universities of Karlsruhe, Braunschweig, Kiel, FU
Berlin, Tubingen

Q Other parts are based on material available via the Internet, company
presentations, and similar sources

® |n particular, Tanenbaum’s, Peterson/Davie’s and Kurose/Ross’
books’ online material

O Many thanks to everybody who contributed here and has graciously
agreed to make their material available
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TECEMATIK

reeneze Egrmalities — Book recommendation

Q Basic textbook for this class:
A. Tanenbaum, Computer Networks, Pearson New International Edition
5th edition, Prentice-Hall Computer Networks

O Classic textbook, excellent tutorial style, © Fifth Edition
if occasionally a bit lengthy

O Better do not use a translation

O Good command of English is necessary
anyway
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TECEMATIK

weee Secondary book recommendations

a L. L. Peterson & B. S. Davie, Computer Networks
— A Systems Approach, 2007, 4t edition, Morgan
Kaufman

O Rather technical approach, quickly gets down to
»how to build it* questions

O Maybe a bit quick on the beginner, though

Q J. F. Kurose & K. W. Ross, Computer Networking:
A Top-Down Approach Featuring the Internet,
2016, 7th edition, Pearson

U Motivates why communication systems are built in a
certain fashion by starting out from the applications
that they should support
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TECEMATIK

reeneze Egrmalities — Exam

O There will be a written exam
U Date, place, details to be announced
U No additional material (books, slides, etc.) allowed during exam
U You will have to register in advance for this exam

QO Both lecture and exercise material are relevant for the exam
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TECEMATIK

e A Short Advertisement Before We Begin... :0)

O There is an additional course — entitled ,Simulative Evaluation of
Protocol Functions” (project seminar, 4 SWS) — which is designed to
give you a “hands-on” experience with network protocol functions and
simulation studies:

O Introduces a simulation environment and lets you add protocol functionality

O Studied protocol functions: forwarding, routing, (interface queues),
connection setup, error-, flow- and congestion control

O Requires good programming skills
O Knowledge of C++ is an asset (but not a pre-requisite)

U Allows you to obtain in-depth knowledge of topics covered in Telematics |
and the techniques and art of simulation studies — because afterwards
“you did it!” :0)

O For introduction and inscription email to:
michael-jan.stoyke@tu-ilmenau.de
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= Example: Evaluation of TCP Congestion Control

[ OMNeT+~+/Ti

v - Transportetwork

) = O X

Z
FEile Edit Simulate Trace [nspect Yiew Opfions Help

W% v

] ] ® Q6] o[ oM et © A2 G i 3

Graphs

®

chartz |

Run #1: Transporthstwark HEvamMEMMﬂ

[T=20.025337 (z0.025)

[Running

Msas scheduled: 70 HMsgs created: 316336

[Msas present 4815

Eufsec: 1.76412 | simsecisec: 1.30836e-05

| Evrsimsec: 136364

- congWindowector in Transport Metwork. Lefthode(0] application! transport (transpCOB vec)
~@- ssthreshiector in TransportNetwork LeftNode[d] applcation! transpart {iranspCOB.vec)

eACK -1 (A=450) 1003
eDATA 246 (A=-1) 200¢
BACK -1 (A=431) 1003
eDATA 33 (A=-1) 2004
BDATA 247 (A=-1) 200¢
BACK -1 (A=452) 1003
i @ eDATA 34 (4=-1) 2004
i @ eDATA 44 (4=-1) 2003
i @ eDATA 2438 (A=-1) 200:
i @ eDATA 35 (4=-1) 2004,
i @ eDATA 2439 (A=-1) 200¢
- @ eDATA 36 (A=-1) 2004,

htRouter netuorkStack
#* Event #1504743, T=20,025239
ghtRouter, interfacelueue[0]

ghtRouter, interfacelueus[ 0,

e Event #160474d, T=20,02531
Router. netuorkStack "

% Event #1504745, T=20,02531
Router, interfacelueue[0]"

4 Eyent #1504745, T=20,029313
ghtRouter. interfacelueus[3]'
P Event #1604747, T1=20,025337
htRouter netuorkStack’

% Event #1504748, T=20,025337
thﬁnuten interfaceueue[2]'

Heszage eDATA 244 (A=-1) 2002,2-

T T T 1
30 305

20 —
E Transportienyore (Transpor Ehténut:rﬁgéﬁg;&a%kéo 025268 (20.025). Hodule #102 T thetuork. R ]
ven . T=20. L0250, Hodule ransportNetuork.RL
B- B scheduled-events (chiessa ghtRouter . inter facelueus 01" 15+
|- ® eACK -1 (A=426) 1003 | lHessage cIATA 30 (R=-1) 2004,3->1005,2 dropped in queus TransportMstuork,Rig g
[ ET(EEEEE) e e (20,0051, Hodule #101 T thetuork R 7]
_ ven . T=20. 025}, Hodule ransportNetuork. Rl
o SDATA 31 (=10 20041 | oy ip er netuorkitack 1
[~ ® timeout (cMessage) " Event 1504733, T=20,025203 (20.025), fodule #104 TransportMetuork.Ri e
timeout (cMessage) ghtRouter, interfacelueus[ 2] N -
SDATA 245 (fi=-1) 2006 |7 Event ¥IB04740, T=20,095267 (20,025), Module #104 “Transmorthetuork,Ri @
ahtRouter. interfacelusue(2]" -
BACK -1 (A=429) 1003 o Eyent #1504741, T=20,025233 (20,025}, flodule #129 'TransportNetwork.Ri a2 o5
eDATA 32 (A=-1) 2004 ahtNode[1], interfacelusue[0]*
" Event #1504742, T=20.025293 (20.025). Hodule #101 “TransportMetuork.Ri

{ApplicationScope) Trans

EE T

(20,025}, Hodule #102 “TransportMetuork,Ri

51003.4 dropped in queus Transporthetuark.Ri

{cLongHistogram] ...ghtRc

t20,025) J (ApplicationScope) Transporthetwork. Righthd

l (cLongHistogram) Transporihetwork RightRouter.i

Module #89 “TransportNetwork ,Left

(20,025,
(20,025),
(20,02s),
(20,0253,

Module #30 “TransportMetwork ,Left Tr

H Rig [ad]
fodule #105 Transporthetuork.Ri

Hodule #101 “TransportMetwork,Ri

Hodule #104 “TransportMetuork.Ri PeerTaPeerappld

transport

| @ enck posan na 7
{TransportNetworkModule} TransportNetwork {MetworkNode) TransportNetwork. |
2] ] gyl sl b 1@ 2] S B e b D 2]
J(‘I’ranspmNaMnrandula) Transporttetwork (id=1) (ptrO=0a36a70) (MetworkNode) Transporttletwark Righthodefd] (d=13) (ptro:
Y Y
Transporthetuork Righthode(d] | Histogram: (-0.5..20.5) M=35557 #cells=21
g Q {cLongHistogram] ...htNoc
= =
Lefods]) liMode[o] applichiont J
q Q J (cLongHistogram) Transporhetwork RightNode[4].
= = application3
Lefitiog iNDdB[1]
2 S
LeftNode[; IghtMode[Z]
[‘J (TransportPacketjes, ) TUUSJ—%UUZT
S 4
LeftMode(3] RightMode[3]
FakedRoutingDaetmon-2|
- S interfaceGueve(d]
Lefihode[4] LefRouter RightRouter Righthode(4]
applicationz
N ] - N ] Histogram: (-0.5..20.5) M=16205 #cellse=21
[

Telematics | (SS 2023): 00 — Preamble

11

l@?l



