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Abstract—Due to the quantum threat, hybridization and agility
in cryptography is more import than ever. For key exchange,
the consensus is an immediate transition to post-quantum cryp-
tography (PQC), in the form of key encapsulation mechanisms
(KEMs), in combination with the traditional Diffie-Hellman key
exchange. However, hybridization does not need to be limited
to classical and post-quantum asymmetric cryptography. In this
article, we study multipath key reinforcement (MKR) as an
additional hybridization for quantum-resistant virtual private
networks (VPNs): Security established on some links can be
propagated through a network to reinforce additional connec-
tions. To the best of our knowledge, this article proposes the first
distributed protocol to perform MKR in VPNs. Our simulation-
based evaluation shows that our protocol is able to increase
security within the VPN quickly and with low overhead, even
under a worst-case initial compromise. These results demonstrate
that MKR is a very cost-effective building block for hybrid,
quantum-resistant VPN.

Index Terms—Multipath Key Reinforcement, Quantum Resis-
tance, Virtual Private Networks, Hybrid Key Exchange, Path
Hopping

I. INTRODUCTION

The security of classical asymmetric cryptography such as
RSA, ElGamal, and Diffie-Hellman is threatened by quantum
computers, because a sufficiently large quantum computer
could solve the prime factorization and the discrete logarithm
problems efficiently [1], [2]. For key exchange, this motivates
an immediate transition to post-quantum cryptography (PQC)
due to ““store now, decrypt later” attacks. This is reflected in
the recent standardization of the first PQC key encapsulation
mechanism (KEM), namely ML-KEM [3]. However, trust in
PQC algorithms is not quite as high as in their classical
counterparts, yet. One reason for this is that their actual
integration into security protocols and the resulting implemen-
tation security is not studied as well, yet. Accordingly, many
security agencies currently recommend solutions that focus on
hybridization and cryptographic agility [4], [5].

For key exchange, these recommendations suggest a com-
bination of PQC KEMs with the traditional Diffie-Hellman
key exchange in an agile way. However, additional measures
are also discussed: Quantum key distribution (QKD) offers
security based on the laws of quantum physics, but requires
specialized infrastructure and faces implementation-security
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Fig. 1. Example for MKR between nodes A and B, sending four
secrets s;,1 < ¢ < 4 via four different paths. While three of the four
paths are assumed to be compromised in this example, the path taken
by s4 is not compromised. By subsequently using a resilient combination of
all s;,1 < ¢ < 4 as key material to reinforce the direct connection between A
and B, the security of path (A, C3, B) propagates to (A, B).

Compromised @ Secured by MKR

challenges [6]. Pre-shared keys (PSKs) are considered highly
secure, but manual distribution does not scale to large net-
works and opportunistic approaches [7] cannot guarantee the
distribution of PSKs for all pairs of endpoints. Multipath key
reinforcement (MKR) distributes key materials over multiple
paths and combines them at endpoints. This is especially
appealing because it allows security established on some links
(e.g., via PQC, QKD, PSKs) to be propagated to further links
in a network, as depicted in Fig. 1. However, recent proposals
mainly focus on theoretical properties and limits of MKR.
To the best of our knowledge, prior work does not propose
how to route MKR secrets in overlay networks, nor a robust
synchronization mechanism under packet loss. Prior work also
lacks a quantitative evaluation of how fast MKR is able to
secure an overlay network in practice and at what cost.

To bridge this gap, we present a simple randomized and
distributed routing algorithm, together with a simple syn-
chronization protocol. As example scenario, we use virtual
private network (VPN) infrastructures. Still, our approach is
equally applicable to any network infrastructure that can be
modelled as an overlay network with end-to-end authentication
capabilities. Using a simulation-based approach, we answer
two main research questions:

1) How fast can MKR propagate security to all overlay links
for which initially, at least one secure path exists?
2) How much overhead does MKR introduce?
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The remaining article is structured as follows: In Sec. II, we
define the assumed communication and threat model, followed
by requirements for an MKR protocol based on that model in
Sec. III. Related work is discussed in Sec. IV. We present our
approach in Sec. V and quantitatively evaluate it in Sec. VL
Sec. VII concludes our article.

II. COMMUNICATION AND THREAT MODEL

Our communication model is inspired by (IPsec) VPN
overlay networks. That is, VPN connections form an overlay
on top of the untrusted transport network. We model the VPN
as an undirected graph G = (V, E), with endpoints V' and
VPN connections £ C (%). The terms (VPN) connection,
link, and edge are used interchangeably throughout this article.
Nodes adjacent to a node v € V are called its neighbors,
denoted N (v).

Connections are established by a hybrid authenticated key
exchange, e.g., as realized by the IKEv2 protocol (Internet Key
Exchange, protocol version 2) [8]: A hybrid key exchange
integrates classical (e.g., Diffie-Hellman) and post-quantum
mechanisms (e.g., ML-KEM [3]). Hybrid authentication could
be based on hybrid signatures, e.g., ECDSA combined with
SLH-DSA [9]. The shared session key is subsequently used
to encrypt all messages on the connection.

We further assume an extended Dolev-Yao attacker [10]:

« Attackers may observe, modify, drop, duplicate and inject

new messages on every connection.

« They may break classical asymmetric schemes and a sub-
set of post-quantum schemes, resulting in compromised
connections.

« However, we assume they cannot forge hash-based digital
signatures within seconds.

o Some nodes may also be compromised, leaking all session
keys of adjacent links.

III. REQUIREMENTS

The following requirements for an MKR protocol address
confidentiality, integrity, and availability in the context of the
defined communication and threat model, categorized into
functional, security, and non-functional requirements.

A. Functional Requirements

The functional requirements for MKR are:

F1) Periodic Execution: MKR must be performed periodically
for each connection e € FE, as a single execution cannot
guarantee that an uncompromised path is used. This also
implies that as many MKR key materials as possible
must be combined over time to reinforce connection e
(across all executions, and across all paths per execution).
The number k of paths per execution and the rate A of
executions (or analogously, the MKR interval 1/x) should
be configurable.

F2) Synchronized Selection of Key Material: For each con-
nection e = {u,v} and every point in time, both end-
points u, v must maintain a synchronized view of a subset
of MKR key materials available on both sides. Such a

synchronized subset is consequently used to reinforce
the connection e. This requirement must hold despite
asynchronous delivery and potential packet loss.

B. Security Requirements
MKR must be implemented securely as follows:

S1) Resilient Combination of Key Material: Related to re-
quirement F1, the combination of many MKR key ma-
terials over time must be resilient to partial compromise.
Especially, the resulting key should not be reconstructable
by attackers even if they know all but one input to the
combination function.

S2) Secure Generation of Key Material: Individual key mate-
rials exchanged via MKR must be generated by a pseudo-
random number generator suited for cryptographic use.

S3) Authenticated Selection of Key Material: As attackers
may temporarily impersonate honest endpoints of com-
promised connections e = {u,v}, the selection pro-
cess should be freshly authenticated. Otherwise, attackers
might be able to “desynchronize” v and v, rendering the
combined key material useless.

S4) Availability: The protocol must tolerate message loss and
active interference by an attacker, ensuring that attackers
cannot prevent the synchronization of uncompromised
MKR key material by selectively dropping synchroniza-
tion messages.

S5) Graceful Degradation: Compromise of individual nodes
must not degrade the security and availability of unrelated
connections.

C. Non-functional Requirements

From a non-functional perspective, the following require-
ments are identified:

N1) Bandwidth overhead introduced by MKR should be low.

N2) Computational overhead at each node should be low.

N3) Scalability: The MKR protocol should scale to very large
overlay networks with thousands of nodes.

IV. RELATED WORK

MKR is closely related to the Perfectly Secure Message
Transmission (PSMT) problem [11], studying secure commu-
nication in a partially compromised network. While PSMT
provides strong theoretical guarantees, it leaves open questions
regarding complexity and practical deployments [12]. Early
MKR approaches emerged from key establishment in Wireless
Sensor Networks (WSNs), where combining secret sharing
with multipath routing improves confidentiality, as demon-
strated by [13]. However, these results rely on assumptions
of largely independent, randomly formed paths, which do not
hold in structured networks such as VPN overlays.

An alternative to secret sharing approaches is path hopping
where paths change over time to reduce exposure. In [14], path
hopping is described as a cryptographic primitive with the goal
of information-theoretic security against quantum adversaries.
Recent work like [15] incorporates realistic constraints (QoS,
capacity, path overlap) while requiring SDN-based routing
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control. Yet, evaluation metrics are mostly traffic-centric and
focus on packet arrival, not on confidentiality.

Multipath approaches in VPNs also target availability rather
than security [16]-[18]. Some architectures combine multiple
cryptographic sources, e.g., through proxy-based designs [19],
but do not study MKR-style reinforcement in detail.

Possible integration points for MKR keys are hybridization
approaches in the sense of combining several key exchange
mechanisms. Hybrid key exchange on the level of classical
and PQC cryptographic primitives is being standardized in
IKEv2, enabling combinations of classical, post-quantum,
and pre-shared key mechanisms by (1) dynamically negoti-
ating available PSKs during IKE_SA_INIT [20], (2) defin-
ing IKE_INTERMEDIATE as protocol step to carry the
large key exchange data of PQC algorithms [21], (3) using
PSKs in IKE_INTERMEDIATE [22], (4) enabling multi-
ple key exchanges during IKE_SA_INIT and introducing
IKE_FOLLOWUP_KE for rekeying [23]. All these proposed
standards are scrutinized by cryptographic research such
as [24]. Similar, hybridization has also been explored in QKD
deployments, combining QKD with PQC [25] and multi-
path solutions [26], [27]. Recent work on opportunistic re-
keying provides a formal foundation for combining multiple
potentially compromised key materials over time, showing that
security can be maintained as long as at least one input remains
unknown to the adversary [28].

Taken together, these two research areas reveal a fundamen-
tal gap: While multipath techniques have been studied in some
system contexts, there is no distributed MKR protocol tailored
to structured VPN overlays, nor an evaluation of its security
benefits. In particular, it remains open how MKR behaves
under realistic routing constraints and hybrid key exchange
settings, and how its security gain can be quantified in such
environments.

V. DESIGN OF A DISTRIBUTED MKR PrROTOCOL

We propose to implement MKR in the defined communi-
cation model as described in this section. For this, we first
describe how new MKR key material is periodically generated
and sent to the correct recipient using randomized routing
(combined with backward learning). Subsequently, we present
how MKR key materials can be combined over time in a
synchronized and authenticated way. Last but not least, we
discuss two options how to use the combined key material to
reinforce VPN connections.

A. Generation and Routing of Key Material

To keep the overall protocol as simple as possible, we
propose the following approach: For each undirected VPN
connection e = {u,v} € E, we deterministically select an
initiator and a responder for every MKR exchange for e, based
on the identifiers u, v. To avoid asymmetries in the number of
connections as initiator, we compare the hash values h(u,v)
and h(v,u), using u as initiator if the former is smaller.
Without loss of generality, let u denote the initiator and v
the responder of an MKR exchange in the remaining section.

[s|id(s)|v|l|

u, . . . (List of traversed hops) ]

Fig. 2. Structure of an MKR message, which includes the key material s
together with its random id(s), the destination v, the desired number [ of
random intermediate hops, and the path that the message travelled so far.
Initially, this only includes the initiator u.

Further, we only use k = 1 path for each MKR ex-
change, which greatly simplifies the synchronization protocol
presented in Sec. V-B: Whenever v receives an MKR key
material, he can immediately be sure that « also knows the
key material and initiate the corresponding synchronization.
Similarly to path hopping approaches, the multipath idea is
therefore realized over time due to periodic execution (see
requirement F1). In practice, one could still perform k' > 1
MKR exchanges in parallel to mimic the original idea more
closely without modifying the synchronization protocol. How-
ever, for the scope of this article, we stick to the simple model
that MKR is solely performed sequentially, but periodically
with a rate of A\ for each connection.

Accordingly, an MKR exchange is initiated by u by first
generating the actual key material s using an appropriate
pseudo-random number generator (requirement S2), and a
random key material id(s). Then, u generates an MKR
message as depicted in Fig. 2, and sends it to a random
neighbor x € N(w) \ {v}.

At each subsequent hop w, the MKR message m is for-
warded according to a two-phase routing protocol:

1) In phase MKR-1, m is forwarded to a random neighbor
of the current hop w, while avoiding cycles: Let P(m)
be the set of hops that m traversed already (its current
path). Then, the next hop is selected uniformly at random
from N(w)\ P(m). Two special cases are considered: If
the message arrives at its final destination v by chance, it
is not forwarded further. If the message is in a dead end,
ie., N(w)\ P(m) = 0, phase MKR-2 is activated.

2) In phase MKR-2, m is forwarded based on local routing
information collected by authenticated backward learn-
ing during the synchronization protocol (as discussed in
Sec. V-B). If w does not yet know how to route to v, the
message is dropped (MKR exchange aborted).

If v is not found during MKR-1, MKR-2 is also activated
after a random number [ of intermediate hops, which is drawn
uniformly at random out of {1,. .., lnax} by the initiator, with
a configurable maximum path length during MKR-1 of Iy ax.
In both phases, the current hop w appends itself to the list of
traversed hops, so v can see the complete path of the message.

Note that the MKR message is always protected hop-by-
hop by the underlying VPN connections. This is crucial to
maximize the effective path diversity: In the worst-case, path
diversity in the actual transport network could be non-existent,
e.g., when all packets between VPN nodes are routed via the
same Internet exchange point. Then, the cost for an attacker
to observe all MKR messages would be low. However, he also
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Fig. 3. Starting from an arbitrary initial state rg, opportunistic re-keying
combines a series of input key materials s;,1 < j < 4 over time by chaining

a KDF f [28, Fig. 1]. In our case, the inputs are MKR key materials, and
the output keys k; are used to reinforce the corresponding VPN connection.

has to be able to decrypt messages from various independent
VPN connections, increasing the effective path diversity.

In summary, using a randomized and distributed routing
protocol scales well (requirement N3), and no single node is
able to manipulate the routing for a disproportional number of
MKR key exchanges (requirement S5).

B. Synchronized and Authenticated Combination

To combine multiple MKR key materials s;,1 < 7 < i over
time, we propose to use the concept of opportunistic re-keying
as studied in [28] and depicted in Fig. 3 (requirements F1
and S1). There is one such key chain for every connec-
tion e = {u,v}. This construction has the desired property
called resilience in [28] that a single secure input key s;
not known to the attacker is sufficient so that all following
output keys k;,7 > j cannot be reconstructed. However, we
still require an authenticated protocol to keep the key chain in
sync between v and v, and to reinforce the VPN connection
with the most recent output key %; (requirements F2 and S3).

Our synchronization protocol is shown in Fig. 4, omitting
intermediate hops the messages take. Possible options for
routing are discussed subsequently. When the responder v
receives an MKR message, he generates a synchronization
request for id(s). This request also includes:

« The discovered path p.

o The next index ¢ + 1 of the key chain.

« A sequence number n that is incremented for each request
for the same index 4 + 1. This might be a retransmission
for the same key material, or if synchronization fails (no
response after retransmissions), also for a different one.

« A digital signature, denoted o,(. .. ), that authenticates v
and also proves that it knows the correct value of s and the
current state r; of the key chain. Management of public
keys depends on the underlying VPN protocol and is out
of scope for this article. For example, in systems based on
a public key infrastructure (PKI), the first two messages
(MKR packet and synchronization request) could indicate
whether public keys and certificates are still cached.

If v receives multiple MKR messages from w, it must not send
multiple synchronization requests in parallel. Instead, it queues
the key materials for later synchronization.

Upon receiving a synchronization request, u temporarily
calculates the next state and output key of the key chain,

T T
I

| MKR-Msg : s,id (5) .1, . . .

Sync-Req : Path p,i+ 1,n,id(s), 0, (p,i + 1,n,id (s),s,7) 1

U (P ki) < f (i)
[pa—|
3 Persist ;41
—
3 Sync-Ack : Path p,i+ 1,n,id(s),0,(p.i+ 1,n,id(s),s,7;)
U (rien ki) < f (rivs)
:
! Persist 7,
p—
! Delete (r, ki)
|
‘ Re-key VPN connection using ki
3 Delete (r;, k;) |
Fig. 4. Authenticated synchronization protocol (inspired by [19, Fig.7]) to

incorporate the MKR key material s into opportunistic re-keying, and use
the new output key k; 41 to reinforce the VPN connection. Signatures by
node z € {u,v} over a set of values are denoted by o (...). Verification
of signatures and intermediate hops are not shown for brevity.

but does not delete the old ones yet to allow for a roll-
back if required. After persistently storing the (temporary)
next state, u sends a synchronization acknowledgment, also
including a signature for authentication and to prove that it
indeed knows s and r;. The acknowledgment also includes
the discovered path again (for backward learning, see below).
Unexpected synchronization requests (wrong index i+1, or old
sequence number n) are ignored by u. If a new synchronization
request for the same index ¢+ 1 is received, the temporary next
state and output key are updated.

Upon receiving the expected synchronization acknowledg-
ment (correct ¢+ 1 and n), the responder v calculates the next
state r;,1 and output key k;y; of the key chain and deletes
the previous ones. Last but not least, v initiates a re-key of
the underlying VPN connection, reinforced by key k1. The
details of this last step depend on the specific VPN protocol.
For example, in the context of IPsec, a recent extension allows
using k;y1 as a post-quantum preshared key (PPK) during
IKEv2 re-keying [22], using the index ¢ + 1 as PPK ID.
If the VPN connection is completely re-established in the
meantime, k;y; should also be used to reinforce the initial
key exchange (also possible with [22]). Another alternative
that covers both cases is to use k;;+1 to completely encrypt
all IKEv2 packets using a proxy as in [19]. The initiator u
eventually deletes the old state r; when he can be sure
that the responder received his acknowledgment. Instead of
using another explicit acknowledgment from v to w, it can be
implicit: When receiving the sync request for index ¢ + 2, or
by monitoring whether the VPN re-key was successful.

Regarding the routing of the synchronization request and
acknowledgment: Both are routed via the same path as the
original MKR message. While this increases the bandwidth
overhead due to the transmission of potentially large signatures
over a longer path than required, it prevents a simple attack on
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availability (requirement S4): If the messages would be sent on
the direct connection e = {u, v}, attackers could, in the worst
case, know both the current session key of e, and the current
output key of opportunistic re-keying (i.e., no successful MKR
yet). Hence, they could selectively prevent the synchronization
of MKR key material that is unknown to them.

Furthermore, using the discovered path again allows using
the synchronization request and acknowledgment for backward
learning within the intermediate hops w: When hop w receives
a message of either type from a previous hop w’, he learns that
he can reach the sender of the message, i.e., u or v, via w’,
together with the number of hops required. Consequently, he
can keep track of the currently shortest path to all endpoints
of MKR exchanges. Because both messages also include
the complete path information, signed by u or v, respec-
tively, routing information cannot be manipulated by malicious
nodes. Attackers can also not forge a non-existent route in the
original (not yet authenticated) MKR message: This would
be detectable by honest nodes during the processing of the
synchronization request and response. To react to teardown of
links, a node that has to drop an MKR message during phase
MKR-2 can propagate this information back on the path.

The re-key exchange of the underlying VPN protocol can
also be tunneled via the indirect path when using a proxy-
based approach [19]. Otherwise, existing implementations
simply execute the protocol via the direct link, in which case
failed re-keys should be monitored.

VI. QUANTITATIVE EVALUATION

This section presents a simulation-based evaluation of the
proposed MKR protocol in different scenarios.

A. Simulation Setup

We simulated our MKR protocol using the omnetpp
discrete event simulation framework [29]: Given an overlay
graph G = (V,FE), each node v € V is realized by a
cSimpleModule. Connection properties like data rate and
propagation delay are not simulated. Similar, the runtime
of cryptographic operations is not simulated. In result, each
MKR exchange is “instant”. This simplified model is adequate
because practical end-to-end latencies and runtimes of cryp-
tographic operations are negligible compared to the evaluated
MKR intervals 1/x > 2min for each connection.

For the threat model, we assume the worst-case scenario for
which MKR is still able to secure all connections over time:
Given a connected overlay graph G = (V, E) with n = |V|
nodes, only n — 1 connections are not compromised at sim-
ulation start. These n — 1 connections form a spanning tree
of G, i.e., there exists exactly one secure path between any
pair of nodes. For our simulations, we randomly determine
such a spanning tree. Apart from the secure spanning tree, we
assume MKR to be the only secure key exchange. In practice,
a secure spanning tree could, e.g., exist due to PSKs, even if
the used PQC KEM turns out to be insecure.

Our main research question is: How long does it take
for MKR to converge, i.e., secure every connection? Apart

TABLE I
SIMULATION PARAMETERS

Symbol Parameter (Default) values
Topology Chord, BA
m BA graph parameter 6,12,18
n Number of nodes 100, 300, 500, 700, 900
1/x MKR interval 2,4,6,8,10 min
lmax Maximum random path length 3,4,5,6,7

from this time to convergence, we also evaluate the average
bandwidth overhead introduced by MKR for nodes (require-
ment N1). Here, we also assume the worst-case, namely hybrid
signatures based on SLH-DSA-SHAKE-256f [9], having the
largest (standardized) signature size of 49856 B, combined
with ed448 (114 B signatures). Using such large signatures, the
remaining overhead of MKR is negligible and not included in
measurements. Apart from simulations, we perform a bench-
mark of SLH-DSA-SHAKE-256f on real hardware to assess
the computational overhead (requirement N2).

As overlay topologies, we compare random, scale-free
graphs according to the Barabasi-Albert (BA) model (with
varying parameter m), to a structured Chord ring [30] (as one
example for practical VPN overlays [31]). For the BA model,
we use the implementation in [32], with a slight modification
to avoid the first connection of a newly added node to be a
loop (to guarantee GG being connected).

Table I summarizes the simulation parameters and their val-
ues. For each combination of parameter values, we performed
32 independent simulation runs. Result figures show the mean
time to convergence across the 32 runs, and the standard
deviation as error bars. Lines connecting the average values are
for visual aid and do not indicate continuous measurements.

B. Time to Convergence

The time to convergence in various scenarios is shown in
Fig. 5. The main insights are: First, a higher frequency for
MKR with shorter time between MKR executions results in a
faster time to convergence, independent of the topology, see
Fig. 5 (a). Still, it differs across topologies: Especially, the time
to convergence increases when there are more connections in
total (larger values for m in the BA model). This is because
the fraction of initially secure connections is »—1/|E|, and
thus lower if there are more connections. Then, the initial
probability to find a secure path is also lower. The Chord
rings and BA graphs with parameter m = 6 all have a
total of |E| ~ 600 connections on average. Still, time to
convergence is slightly lower for Chord rings, which can be
explained by its structure: For each pair of nodes, there are
roughly the same number of alternative paths. In contrast,
using the BA model with m = 6, some nodes can also have
a very low degree. This inherently limits the set of available
alternative paths with up to l,.x hops between some node
pairs. For some initially compromised links, this means that
they require very specific links to be secured by MKR first
before they can be secured themselves. On top, backward
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(a) Varying MKR interval

(b) Varying maximum random path length

(c) Varying number of nodes
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Fig. 5. MKR time to convergence (all VPN connections secure) in the studied scenarios.

learning to nodes with a low degree is not as robust: We
observed the most aborted MKR exchanges (no route to the
destination found) for BA graphs with m = 6 (up to 12 % of
exchanges in this experiment). Still, the time to convergence
is lower compared to graphs with more links (BA, m > 6).

Second, see Fig. 5 (b), using shorter random path prefixes
on average is beneficial for MKR in most scenarios. This can
be explained by the fact that the probability that all links on a
path are secure decreases with each additional link. But again,
BA graphs with m = 6 are an exception: Here, increasing the
value of l,,x counteracts both of the problems described in
the previous paragraph. Especially, the ratio of aborted MKR
exchanges decreases to 5% on average for the BA model
with m = 6, combined with [, = 7. Consequently, using
larger values for [, is generally the more robust option.

Third, for all studied topologies, the total number of links
increases with the number of nodes n. Consequently, the time
to convergence of MKR also increases as discussed above
and as shown in Fig. 5 (c). For BA graphs with n = 900
nodes, combined with parameter m = 6, we observed times
to convergence of up to ten days. Fortunately, the time it takes
to secure a majority of links is lower, see Fig. 6. The observed
“S-shaped” curve for the number of secure connections over
time can also be explained by the random nature of our MKR
protocol: Initially, only few secure paths exists in our worst-
case threat model and most MKR exchanges use compromised
paths (and can thus not increase security). After this initial
phase, a self-reinforcing effect can be observed: The more
connections are secured by MKR, the more likely it gets
that subsequent MKR exchanges also use secure paths and
can secure more connections. In a last phase, the progress to
secure the very last connections slows down. Further, Fig. 6
also supports the previous discussion that for BA graphs
with m = 6, the time to convergence is mainly dominated
by a few node pairs (especially slow last phase).

C. Overhead

The average bandwidth overhead of MKR for a node is
proportional to its degree, the rate A on each link, and the size
of signatures. Consequently, the largest average overhead per
node we observed across all simulation runs was for n = 100,
using the BA model with m = 18, and an MKR interval

1.0
«
c
o
8
S 08 A
c
c
S
o 0.6 -
3
3
£0.4— —=— BA,m=18
S BA, m =12
5 02 7 —— BA,m=6
2 —¥— Chord
0.0 == T T T T T
0 50 100 150 200 250
Time [h]

Fig. 6. Fraction of secure VPN connections over time, for n = 900 nodes.
For each point in time, the figure shows the mean over 32 runs, error bars
not shown for visibility. Note that the time of intersection with y = 1 does
not match the averages in Fig. 5 (c), n = 900, because it requires all runs to
have converged.

of 1/x = 2min, resulting in &~ 401 kbit s~. In a vast majority
of runs, the overhead was less than 200kbits~!. In most
modern scenarios, this overhead may be assessed as low.
Still, A could further be tuned for individual nodes if required,
e.g., in case of lower available bandwidth on satellite links.
Furthermore, A\ could also be tuned dynamically:

1) To speed up convergence in worst-case scenarios, A
could initially be higher and tuned down over time.
For example, when initially deploying MKR in a large
existing VPN, or when a new node is deployed.

2) The rate could be tuned according to the actual load on
a connection or node.

Using the official benchmark script! for the
SLH-DSA-SHAKE-256f reference implementation (formerly
known as SPHINCS+) on an AMD Ryzen 7 5700G CPU, we
get the following average results: 114 ms for signing, 4 ms
for verifying. If required, nodes with many links can also
dynamically decrease their computational overhead via .

VII. CONCLUSION

Due to the quantum threat, hybridization in cryptography is
more important than ever. In this article, we studied MKR as
an additional building block for quantum-resistant VPNs. For

Thttps://github.com/sphincs/sphincsplus/blob/master/benchmark.py
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this, we presented a simple, scalable, distributed protocol to
transmit MKR key materials and accumulate them over time in
a synchronized and authenticated way. Our simulation-based
evaluation shows that even under a worst-case threat model,
MKR is able to quickly propagate security to a majority of
connections in the VPN.

Further, assuming a more realistic threat model, namely that
currently deployed PQC KEMs cannot be broken immediately,
MKR forces attackers to permanently observe and store the
traffic on most links in a VPN, even if they only want to
preserve their chances for “store now, decrypt later” attacks on
some links or for some periods of time. At the same time, the
average overhead for nodes is low and can further be tuned to
the conditions at each individual node. In result, MKR is a very
cost-effective approach to further fortify hybrid cryptography
and quantum-resistance in communication infrastructures.
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