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Abstract—RAN sharing allows multiple operators to efficiently
share parts of a 5G radio network. However, it also poses a
risk to security, as some shared components have the ability
to eavesdrop and modify the communication of all connected
devices, regardless of the operator they are connected to. This
demo paper introduces a method to architecturally improve
tenant separation in 5G/6G networks utilizing RAN sharing. We
introduce an F1AP proxy, which allows each operator to control
their own Central Unit (CU), requiring only the Distributed
Units (DU) and proxies to be shared. Since the keys needed to
decrypt or modify user plane and control plane traffic are only
stored and processed at the CU, our approach enables a strict
cryptographic separation while not requiring changes to existing
NG-RAN implementations. We demonstrate the feasibility of the
approach with a prototypical implementation of the proxy in an
otherwise unmodified OpenAirInterface setup.

Index Terms—5G, RAN sharing, tenant separation, slicing

I. INTRODUCTION

With the rising adoption of private 5G and campus net-
works, sharing a Radio Access Network (RAN) between
multiple operators becomes increasingly relevant, e.g., due to
lower hardware acquisition costs. With the increasing density
of access nodes, RAN sharing is expected to be vital to reach
future performance requirements [1, section 6.21].

The 3rd Generation Partnership Project (3GPP) standards
allow RAN sharing since release 6. The related approach
is called Multi-Operator Core Network (MOCN) and allows
different operators to share the same base station. MOCN
is also standardized for modern 5G networks and can be
used with gNBs. When utilizing MOCN, the base station can
decrypt the control plane and user plane traffic of all User
Equipments (UEs) that are connected to it, regardless of tenant
or network slice. Therefore, a curious or malicious gNB can
read and manipulate traffic of every UE that is connected to it.
Sharing a gNB thus poses a potential threat to strict separation
between the operators.

This shortcoming in the current architecture cannot be fully
addressed by utilizing additional security protocols outside
of those provided by the 3GPP (see section II for detailed
reasoning). Therefore, this paper introduces a novel approach
to RAN sharing that enables strict cryptographic separation
between tenants on an architectural level. Our solution does
not require changes to 3GPP defined components and can thus
be used with existing setups.

II. REQUIREMENTS AND RELATED WORK

Our approach for stronger separation is made possible by the
RAN split introduced by 3GPP as part of NG-RAN [2]. The
split allows a monolithic gNB to be separated into independent
subcomponents:

• The Distributed Unit (DU) controls the radio unit and
handles lower layer protocols up to the RLC layer.

• The Central Unit (CU) handles higher layer protocols,
like RRC and PDCP. It can further be split into a user
plane component (CU-U) and a control plane component
(CU-C). As our concept applies for both split and mono-
lithic CU, we only refer to CU in the remainder of this
paper.

To protect communication between UEs and a gNB, multi-
ple cryptographic algorithms for integrity protection (NIA1 -
NIA3) and encryption (NEA1 - NEA3) are standardized [3].
These algorithms protect both user plane and control plane
traffic at the PDCP layer and are thus implemented at the CU,
which then can analyze, modify, or inject user plane traffic
of all UEs at will. In comparison, the DU has no ability to
read encrypted messages in plaintext or manipulate integrity
protected packets. A compromised or malfunctioning CU is
hence a threat to all tenants sharing this CU. This also applies
for MOCN as depicted in Figure 1.
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Fig. 1. MOCN with a shared DU and CU. The CU holds keys to eavesdrop
and manipulate communication with all UEs that are connected to it.

This is a serious shortcoming in the current architecture that
cannot be fully mitigated. Securing only a subset of traffic,
i.e., certain applications via TLS, still leaves unprotected
protocols open to manipulation by man-in-the-middle attacks.
Vulnerable protocols include among others DNS or NTP
which are of prime importance to correct and secure operation
of a networked infrastructure. Even worse, many UEs, espe-
cially IoT devices, are known to have implementation flaws in
higher layer security protocols like TLS [4].
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A natural approach to achieve better separation is to not
share the CU between operators. While multiple DUs can
be connected to a single CU, the standards currently do not
support connecting a single DU to multiple CUs for reasons
other than resiliency [2, section 6.1.1]. Network sharing with
multiple Cell ID broadcast is defined by the 3GPP and allows
the establishment of multiple DUs using the same physical
cell resources, each operating under their own cell identity.
These DUs can then be connected to the respective CU of
each operator. To the best of our knowledge, there currently
is no approach to RAN sharing that prevents both:

• eavesdropping and manipulation at shared components
• outsiders from associating UEs to their core network by

recording unprotected identifiers exchanged over the air,
e.g., used cell, Public Land Mobile Network (PLMN) ID.

Lin et al. propose a RAN proxy acting as a single core
network towards the RAN, allowing for transparent RAN
sharing [5]. However, shared components still have full access
to communication of all tenants. Our approach builds on the
idea of a transparent proxy to enable architecturally secure
RAN sharing which can also be hidden from outside observers.

III. APPROACH

The standardized protocol between DU and CU is called
F1AP. We introduce a new component, the F1AP proxy. This
proxy component is connected to the shared DU and multiple
CUs, each belonging to a different operator. The proxy sends
and reacts to F1AP messages in such a way that it acts as a
single CU from the perspective of the DU, while behaving
like a regular DU towards each CU. Since the proxy is
transparent to the DU and the CUs, no modification to their
implementation is required. The primary task of the proxy is
to associate each UE connected to the DU with the correct
CU, allowing selective forwarding of uplink communication
to the corresponding operator. While the proxy is able to
inject or modify F1AP messages, it cannot modify any of
the PDCP protected control plane and user plane messages
exchanged between UE and CU. If a CU becomes unavailable,
only UEs belonging to this operator are affected, which
improves resilience in comparison to MOCN with a single
CU. Additionally, the smaller code base of the proxy could be
leveraged to verifiably enforce policies like ensuring that UEs
are not allowed to use null ciphers.

To identify a single UE, the proxy can utilize two different
identifiers contained in F1AP messages: A unique ID for the
UE defined by the DU, and another unique ID defined by the
CU. F1AP messages related to a single UE contain at least one
of the two identifiers. The challenge is now to associate these
identifiers with their respective core network. To reduce the
complexity of our demonstrator, we assume that a proxy only
connects to exactly one DU. Please note that an architecture
where a proxy connects to multiple DUs is also possible by
running multiple logical instances of the proxy component. A
general systems overview is given at section III.

To better explain the basic approach, we differentiate be-
tween three types of messages that need to be handled by
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Fig. 2. Systems overview with related F1AP UE identifiers for two example
UEs. The proxy rewrites UE identifiers chosen by the CU to ensure uniqueness
at the DU. Only the CUs are able to read and modify protected user plane and
control plane messages of their respective UE. Used protection mechanisms
to ensure this are highlighted in green.

the proxy: downlink control plane messages, uplink control
plane messages, and user plane messages. The proxy will make
stateful decisions on how to handle incoming events based on
previous exchanges.

A. Downlink control plane messaging

Since we assume that the F1AP proxy is connected only
to a single DU, downlink messages referencing a UE require
no decision on forwarding – they are always meant for the
shared DU. Since the CUs connected to the proxy operate
independently of one another, multiple CUs can choose the
same identifier for one of their UEs. The proxy therefore has
to rewrite the UE identifier chosen by the CU in a way that
they are unique from the perspective of the DU. The identifier
chosen by the DU remains unique and does not need to be
rewritten.

In some use cases, like inter-CU handover, CUs will set up
new UEs at the DU. The proxy recognizes new registration
requests originating from the CUs and is able to directly
associate the corresponding reply from the DU and all further
control plane messaging to the associated CU.

B. Uplink control plane messaging and hidden RAN sharing

If a new UE initiates a connection towards the shared DU,
an RRC Registration Request is forwarded to the F1AP proxy.
The proxy then has to make a decision on which CU to
forward the incoming message to. An easy solution would
be to use unique identifiers to separate between operators,
e.g., the PLMN ID1. However, attackers eavesdropping the
radio interface could intercept the initial registration request
and could link UEs to their operator, possibly violating privacy
requirements in some use cases, e.g., for law enforcement
authorities.

1Note that the IMSI/SUPI of a UE is not a valid identifier: The 5G standard
introduces a concealed SUCI as identifier to improve privacy. We assume that
modern and secure 5G devices will never send the IMSI/SUPI and that the
proxy is not able to derive the SUPI out of a SUCI.
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Fig. 3. Overview of the setup used in the demonstration

Alternatively, the proxy can probe different CUs to find
the correct one by checking the responses. Assuming that the
UE is only registered at one operator, only that operator is
able to complete the registration requests and authentication
procedures. By selectively forwarding control plane messages
to different CUs, the F1AP proxy is able to exclude certain
CUs (i.e., by Illegal UE responses), or directly find the
correct CU, i.e., successful session reestablishment. As soon
as the correct CU is identified, all further uplink messages
originating from this UE are forwarded to the correct CU.
We currently assume that each CU will answer truthfully.
However, malicious/lying CUs claiming a UE which does not
belong to them can be exposed, as the authentication procedure
will fail at the UE side.

C. User plane messages

User plane communication between DU and CU is not
handled by the F1AP protocol but through GTP-U messages.
To initialize user plane communication, F1AP messages are
exchanged between DU and CU to set up GTP-U tunnels.
These tunnel configurations first need to be modified by the
proxy to prevent duplicate tunnel identifiers chosen by two
independent CUs. Based on local knowledge, the proxy is
also able to associate the newly established tunnel with a
UE and their corresponding CU. The proxy can therefore link
incoming GTP-U packets directly to the correct CU.

IV. DEMONSTRATION

Our demonstration presents an implementation of the F1AP
proxy as described in section III. Two independent operators
share a single DU while each one is operating their own CU.
The DU as well as both CUs are connected to the F1AP proxy.
Each core network defines access for a single UE. Both core
networks use the same PLMN ID, Data Network Name (DNN)
and internal IP subnets. They also assign their respective UEs
the same IP address (but could as well assign different IP
addresses). This is used to showcase hidden RAN sharing and
prove that the separation between core networks is actually
realized by the proxy.

For the setup, two regular POCO M4 Pro 5G are used as
UEs. The DU component is implemented by OpenAirInterface
(OAI) and controls an SDR which connects the two UEs
wirelessly to the DU. Each operator uses a CU implementation
by OAI, as well as Open5GS for the core network functions.
Some monitoring tools are installed to visualize utilization

Fig. 4. Physical setup with a laptop, an SDR and two UEs

at the User Plane Function (UPF) of both operators. Addi-
tionally, both operators run a private web server, reachable
at the same IP address and serving some audio/video files for
demonstration of user traffic. An overview of the setup is given
in Figure 3, the actual hardware setup is shown in Figure 4.
None of the core or RAN network functions are modified to
work with the proxy.

In our demo, upon disabling airplane mode, each UE is
able to directly connect to their correct core network and
use mobile data. This is demonstrated first by accessing the
private web server of both core networks. While the same
source and destination IP addresses are used, different servers
with different content are reached. Afterward, we demonstrate
the separation of both UEs by monitoring the activity at the
UPF of the respective core networks. Finally, we show that
exchanging the SIM card between the two devices leads to
them connecting to the other network.

The F1AP proxy is still subject to ongoing research. Future
work will address open questions, e.g., performance impact,
realization of network slicing/Quality of Service or support for
enhancements introduced by O-RAN.

Video demonstration:
https://www.tu-ilmenau.de/telematik/f1ap-proxy
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