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Abstract

This paper is based on our previous work published at the Network of the Future conference 2024 that introduced
an F1AP proxy, enabling strictly separated and hidden sharing of the 5G Radio Access Network (RAN). We introduce
new capabilities to the F1AP proxy, changing it from a simple stateful forwarder to an independent F1AP node that
can react on its own to different events. This enables the proxy to handle more complex situations, for example during
the initial registration of User Equipments (UEs), or when faced with a malfunctioning component. We demonstrate
our progress by showcasing how the F1AP proxy can deal efficiently with an outage of a single tenants’ Central
Unit. Only UEs of the affected tenant will be disconnected, while the process remains transparent to other UEs. The
demonstration will also discuss how O-RAN can be leveraged to dynamically configure Quality of Service in the
shared RAN. We will demonstrate the approach using a testbed with real UEs, connected to their respective core
networks through a Software Defined Radio (SDR).

I. INTRODUCTION

With the emergence of private campus networks and private 5G as a service, mobile networks face an increasing
amount of stakeholders. This is particularly challenging, since available physical resources at the RAN are shared
between all tenants, and therefore limited. Letting each potential user fully operate their independent base stations
is expensive, and also does not utilize available frequencies efficiently.

These problems can be mitigated by RAN sharing, a technique that allows multiple tenants to share RAN
infrastructure, while still maintaining full control over other components of the mobile network. The standardizing
body of modern mobile communication networks, the 3rd Generation Partnership Project (3GPP), identifies RAN
sharing as a key technology for future networks [1, section 6.21].

Current approaches to RAN sharing lack mechanisms to enable both strict tenant separation and privacy. This
paper extends our previously proposed work, which introduced a proxy component to solve these issues [2].
There, we demonstrated how we ensure confidentiality and integrity between tenants on an architectural level. We
also introduced hidden RAN sharing that is not detectable by observing public radio communication. This paper
demonstrates progress towards improved resilience when using the F1AP proxy. As an example, we discuss how
to efficiently deal with the outage of a tenants’ Central Unit (CU).

II. RELATED WORK & THE F1AP PROXY

Different standardized approaches to RAN sharing like Multi-Operator Core Network (MOCN) exist [3]. We
previously argued that none of them fulfill the requirement for a strictly separated and private network [2]. For
example, MOCN shares components that handle the Packet Data Convergence Protocol (PDCP). PDCP handles
integrity protection and confidentiality of messages exchanged between the RAN and UEs. Sharing components
that handle PDCP therefore allows the operator of the RAN to arbitrarily read and manipulate traffic of all tenants.
There are some approaches that do not require sharing the PDCP layer. However, all current solutions require
that RAN sharing is made publicly detectable by using identifiers that indicate multitenancy. An outside observer
could eavesdrop on these identifiers to associate single UEs with different tenants, e.g., by observing wireless
communication required to register at a core network.

The F1AP proxy as described in our previous publication [2] utilizes the standardized RAN split and transparently
connects a single shared Distributed Unit (DU) to multiple CUs that can be operated by different tenants. It acts
as a stateful forwarder of messages, while also partially rewriting exchanged messages. To enable hidden RAN
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sharing, tenants can share the same identifiers, e.g., PLMN ID or Slice Identifiers. Similarly to outside observers,
the proxy first is unable to associate newly connecting UEs to a specific tenant. Through observation of the initial
authentication procedure and selectively forwarded messages, it infers this information while remaining transparent
to all other RAN components. Once a UE is linked to its core network, the RAN proxy allows a connection by
rewriting UE identifiers to keep state at both shared DU and associated CU consistent. Since integrity protection
and encryption are handled at the CU, neither proxy nor DU can eavesdrop or manipulate traffic once 3GPP-defined
security mechanisms are established between UE and CU. A basic overview is provided in Figure 1.
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Fig. 1. Basic functionality of the F1AP Proxy

III. IMPROVING RESILIENCE OF THE F1AP PROXY

Since the previously presented F1AP proxy only selectively forwards messages, it requires incoming messages
from either CU or DU to react to different events. This causes issues with resilience and limits flexibility.

Two improvements over our previous work are outlined in the following subsections. The first allows for improved
handling of initial registrations when using hidden RAN sharing. The second discusses independent F1AP interface
management capabilities, allowing the proxy to be less dependent on messages originating from either DU or CU.
This enables a more resilient interface, allowing to react to outages of a tenants’ CU.

A. Collecting and Ranking Initial F1AP Messages

Mapping initial uplink communication to the correct CU is challenging when using hidden RAN sharing. Initial
messages cannot have indicators of the correct core network by design. Instead, the correct mapping is transparently
assumed based on observing the authentication procedure. The original proposal suggested generally broadcasting
the initial control plane messages to each CU, only excluding the ones that denied the registration. A permanent
mapping to a CU ends broadcasting, and is established when a response is received that signals ownership, or all
but one CU have denied the registration attempt. For example, if a CU responds by trying to reestablish an existing
security context, this signals that the UE has been recognized by the CU from a previous session. Denial messages
from CUs are silently dropped if no mapping exists. When state and behavior between the different core networks
is similar and each CU responds honestly, this basic strategy allows linking UEs to their respective core network.
However, it is insufficient for more complex scenarios, as pictured in Figure 2.
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Fig. 2. Complex exemplary NAS message exchange from the perspective of the F1AP proxy. Directly linking the UE to Tenant 2 is the
wrong decision, even though their authentication request signals ownership.
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While an authentication request suggests that the CU recognizes the UE based on identifiers, it generally does
not guarantee that the UE actually belongs to the network. Alternatively, a CU might act malicious, or the same
temporary identifier is defined at multiple CUs due to collisions. Ignoring the identity request can therefore cause
issues with the registration procedure.

A prioritization needs to be made to ensure that both requests are considered, while also guaranteeing that
protocols are followed. To this end, all responses to broadcasted uplink messages are now collected by the proxy
first instead of just filtered. The message to be forwarded is then selected by a ranking mechanism. Other information
like the state of the UE from the view of different CUs can also be taken into account.

B. F1AP Interface Management

Simply forwarding received messages with optional modifications to protocol fields causes problems when
handling F1AP interface control messages. For example, if one CU shuts down and instructs the DU to remove
the F1 connection, the proxy should neither:

• forward the message, leading to a general shutdown of the DU for all tenants, or
• drop the message, leaving UEs of the tenant in a state where messages towards the CU are suddenly not

handled anymore.
Instead, the F1AP proxy should handle non-UE related F1AP messages independently. In the given example, the

proxy could respond to the full removal request of a CU by generating a selective F1AP Reset message, removing
only UEs that are associated with that specific CU. This process can be made transparent to other CUs and their
UEs, as shown in Figure 3.
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Fig. 3. Handling the restart of a CU at the F1AP proxy

Generally, the F1AP proxy should implement interface management functionality based on understandable
decisions, with the overarching goal to provide separation and resilience while remaining transparent to both DU
and CUs. Selective forwarding is still required for the majority of UE-CU communication, as these messages cannot
be forged by the proxy as soon as security mechanisms between them are enabled.

IV. ENABLING QUALITY OF SERVICE THROUGH O-RAN INTEGRATION

O-RAN extends the standardized RAN by introducing additional components that enhance monitoring and
configuration capabilities. One use case of O-RAN is to influence scheduling, enabling prioritization of UEs based on
network slices. Network slice identifiers can be freely selected by respective tenants, leading to potential collisions
when multiple tenants decide to use the same identifiers for their slices.

We propose an architecture that allows network slice based policy decisions in the shared RAN. A Near-Realtime
RAN Intelligent Controller (RIC) is deployed to enable fine-grained control of policies at the shared DU. To avoid
collisions, the proxy is tasked to rewrite and map network slice identifiers of different tenants to the respective
policy. As an example, a tenant can prioritize UEs by allocating more resource blocks to an associated network slice.
Other tenants might define a network slice with the same identifiers, but should not receive prioritized treatment at
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the DU level. The proxy is tasked to realize this prioritization through communication with the RIC and transparent
remapping of slice identifiers. Remapping is possible since the network slice identifiers are communicated to the
DU, but are only used for internal processing and are not explicitly exchanged in lower layers.

V. DEMONSTRATION

We illustrate the discussed improvements of the F1AP proxy through a live demonstration. The test setup consists
of two independent core networks, with an associated UE each. The UEs are regular smartphones and will be
connected to the shared DU through an SDR. Both core network and RAN components are implemented by open
source projects. The only custom components in the setup are the F1AP proxy and a custom xApp, allowing the
proxy to control Quality of Service (QoS) configuration at the DU via the RIC. Additionally, the DU implemented
by OpenAirInterface (OAI) is patched to support partial F1 Resets. A general overview over the setup is given in
Figure 4.
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Fig. 4. Demo Setup

We first demonstrate the proxy’s separation capabilities and hidden RAN sharing by repeating steps that were
shown in our last demonstration: Core networks and UEs use the same identifiers, making associating a single UE
to a specific core network impossible for eavesdropping outsiders. Upon disabling airplane mode on both UEs,
each will be connected to the core network they are associated with. We deploy web servers at both core networks
to serve different sites to the UEs, while using the same internal IP address.

Following this, we will connect both UEs to a video conference platform hosted outside a specific core network.
Then, one of the two CUs will be stopped, disconnecting its associated UE from the call. Since the disconnect
is also communicated to the DU by using a partial F1 Reset, the affected UE will immediately be aware of the
failure. Finally, the CU is started again, allowing the UE to reconnect to its core network. We demonstrate that
communication with the other UE remains uninterrupted by these changes.

To demonstrate QoS capabilities, both UEs are served different network slices. We dynamically change scheduling
prioritization of both UEs during the call, resulting in differences in video quality.
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