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Abstract In order to perform private communication
over public networks, such as the Internet, several different kinds of virtual overlay networks emerged. Examples are the well known Virtual Private Networks
(VPN), Darknets, and anonymizing networks like Tor.
All of these networks are designed to provide data delivery that is confidential, authentic and integrity protected. Nonetheless, for a secure operation also the availability must be taken into account, especially as these
structures turn into vital targets for Denial-of-Service
(DoS) attacks.
Within this article we present metrics to rate different network topologies with regard to their resistance
against botnets, whose available attack bandwidth is
not a limiting factor. The presented metrics consider
random, greedy, and optimally operating attackers, and
are used to derive several properties that very resilient
overlay topologies must have. In particular high girth
and a low constant node degree were identified and validated by simulations.
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1 Introduction
With the appearance of packet-oriented networks and
in particular the Internet, cheap and easy means of
global communication became available for a general
public. In order to exploit these possibilities also for
their private data exchange, governments, companies,
and non-government organizations operate Virtual Private Networks (VPNs). But also private individuals use
the Internet to create overlay networks. Depending on
the purpose that may be friend-to-friend networks [26],
or at smaller scale so-called darknets. The latter are
usually private networks between trusted peers, and designed to provide information exchange without legal or
governmental control.
Most of these networks offer certain security services. Usually at least the confidentiality of the transmitted data is guaranteed, and modern cryptographic
protocols make it simple to also verify authenticity and
integrity. However, the availability of the different overlay networks is very often neither discussed nor actively
improved [38]. While this may not yet pose a problem
for networks of private individuals, as they are too small
and unimportant, it may cause difficulties in professional environments that depend on a working network
infrastructure. Examples of such vital VPNs include the
European Energy Exchange (EEX) [14], the European
Network Exchange (ENX) as well as the Automotive
Network Exchange (ANX).
Over the last decade, attackers tried to impose the
availability of vital network services by more and more
sophistical Denial-of-Service (DoS) attack tools [12, 15]
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and large botnets [7, 31]. These attacks are hard to
prevent, yet easy to execute. For example, bandwidthexhausting attacks can only be coped with by filtering
malicious traffic already at the Internet Service Provider
(ISP). However, [16] documents that even this intricate
approach does not completely mitigate effects on the offered network services. Due to the encryption of overlay
networks it becomes even less effective, as the ISP can
no longer distinguish between legitimate and malicious
traffic.
In the future, these attacks will continue to be a
threat to overlay networks, as no effective countermeasures exist. Furthermore, as society becomes more reliant on VPNs, the main motivations for such attacks
become stronger, i.e., it may be getting more attractive
to extort companies for not attacking their networks
[28]. Also the attractiveness to attack for political reasons may increase, in order to harm competitors, or
even a whole foreign country, as it happened in Estonia
in 2007 [25] or in the Georgia conflict in 2008 [22].
In order to effectively perform an attack, the attacker needs to know which IP addresses to flood, however, depending on the structure of the overlay network,
determining worthwhile targets may become more or
less complicated. Currently VPNs are very often organized in so-called Hub-and-Spoke topologies. Here all
participants connect to a central coordinator. The other
predominant structure is a full mesh between all participating entities. In both cases observing the traffic of any
VPN member is sufficient to determine targets, whose
elimination leads to a failure of the whole VPN. Previously, approaches like Secure Overlay Services (SOS)
[23] tried to address this problem with the introduction
of dedicated relay nodes that segregate communicating
entities and may handle bandwidth exhaustion attacks
at the same time. Even though the dedicated nodes may
form exposed points for an attacker, the approach shows
that hiding the IP addresses of potential DoS targets
may increase the resilience of an overlay significantly.
Another interesting observation can be made: fully
meshed topologies are considered extremely robust when
non-malicious errors occur, i.e., random and/or correlated ones, but they are not resilient against an intelligently operating attacker. This differentiates the problem from the usually considered creation of robust networks (e.g., [40, 39]).
Considering such malicious failures, this article extents the work in [37] and presents:
– a formal model for random, greedy, and optimal DoS
attacks,
– metrics to determine the resilience of overlay topologies against such attacks,
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– and heuristics to create overlay networks that are
optimally protected, when nodes are compromised
with equally probability.
The article is structured as follows: In the next section we will discuss attackers of three different strengths’
and derive formal models to quantify the resistance of
overlays with regard to each attacker type. These models are then used to deduct properties of resilient overlay topologies in section 3. The insights are also used to
evaluate the found topologies in comparison with wellknown overlay structures in section 4. Other related
work will be covered in section 5. The closing section 6
concludes the article.

2 Modeling DoS-Attacks on Overlay Networks
As already indicated, DoS attacks are usually based on
a very asymmetric balance of power: While it is easy to
generate large amounts of illegitimate traffic, it is rather
complicated to filter that traffic already within the ISPs
networks. In contrast to previous models, we assume in
the following that this asymmetric relation cannot be
directly shifted. Thus, we do not consider the generated
traffic bandwidth a limiting factor for the attacks. This
is due to the following reasons:
– There is a black market for renting botnet capacities, making it affordable for nearly everyone to
launch effective attacks against arbitrary targets.
Prices start at 200 US-$ for generating between 10100 Gbit s−1 for 24 hours [31].
– It might be possible for an attacker to launch socalled amplification attacks, i.e., sending small requests to different servers by spoofing the address
of the victim and letting the servers send large answers to the victim. Such techniques are known to
work with the Domain Name System (DNS), for example, and may increase the attack traffic by factors
of up to 50.
– Advanced DoS techniques, such as pulsed attacks,
allow to impair many nodes without using more
bandwidth resources than an attack on a single target [24].
The assumption to not limit the attack bandwidth
makes the determination of good targets the most difficult task for an attacker. After the identification of
suited targets, the actual attack takes place like shown
in figure 1. When considering the overlay network graph
G = (V, E) consisting of the nodes V and overlay connections E, the attacker observes the traffic of a node
set X ⊆ V , e.g., by sniffing at a hotspot or by compromising one or more nodes of the overlay itself. After
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Fig. 1: DoS attack with an attacker observing node 2,
leading to a failure of node 3 and one of the interfaces
of node 1

an observation period the attacker starts a DoS attack
against all neighboring nodes, whose addresses he identified. In the case that the nodes have a single direct
connection to the Internet, this attack will lead to a
failure of the entire 1-hop neighborhood of all nodes in
X.
If multiple interfaces shall be considered, e.g., the
nodes 1 and 4 in the example depicted in figure 1, only
the uncloaked interfaces will be affected. However, it is
easily possible to express also such a scenario with the
graph model, by generating a fully connected subgraph
for each interface within each device, as described in
[5]. Nonetheless, we will concentrate on overlay nodes
with single interfaces for simplicity in the following.
Our failure model that considers all traffic of a node
to be affected by attacks is underpinned by the results
in [18]. The congestion is most likely to occur on the
link to the user, not only because of its lower bandwidth
capabilities, but also as the wide-spread nature of botnets will distribute the attack traffic well in the core
network. Thus, side effects of the attack traffic can be
disregarded in a mathematical model without causing
oversimplification.
The resilience of the common VPN topologies [33]
is rather low when considering this attacker model. For
fully-meshed scenarios only a single node needs to be
observed to reveal all other nodes and thus allow for arbitrary attacks. In Hub-and-Spoke networks an attacker
will usually only discover the central coordinator, and
even though these hubs usually have large bandwidth
capacities, they still represent a single-point-of-failure.
Thus, the observation of a single node can lead to the
failure of the whole VPN in the predominant scenarios.
It turns out that not only the overlay topology G
determines the effect of attackers, but also the actually
observed node set X. In the following, we will concentrate on different strategies that attackers could pursue
in order to observe a set X that leads to significant
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failures. In particular, we consider random, greedy, and
optimal observations.
2.1 Random Node Observations
When considering attackers that are not planning to
observe specific nodes or behave opportunistically, i.e.,
observe one or more nodes by chance and then blackmail the corresponding company, the observed set X
will be random. That is, each node v ∈ V has a certain
chance pv to be successfully monitored by an attacker.
For different nodes this probability may be very different as some nodes may be physically secured while
others roam, for example. Without further knowledge
of the network, we will assume the observations to be
independent for the following calculations, which is legitimate if the overlay is operating in a global scale.
Nonetheless, similar calculations are possible if certain
relationships are known, e.g., because a network plan
indicates that two devices are in the same building.
Let DG (X) ∈ [0, 1] be the damage that an attacker
can cause after observing a certain node set X. Then
the average damage performed by an attacker can be
simply derived by calculating the expected damage:
X Y
Y
E[X] =
px
(1 − py ) DG (X)
X∈P(V ) x∈X

y∈V \X

Thus, by enumerating the powerset P(V ) of all nodes
V , and calculating the probability of every attack times
the damage. The calculation of E[X] can also be done
for large graphs by utilizing Monte Carlo methods [36],
for example.
2.2 Intelligent Node Subset Selection
The introduced random attacker may give a first impression of the networks vulnerability against DoS attacks. However, when calculating the expected value it
was assumed that the attacker tried to observe all nodes
and succeeded with only a few. This may be unrealistic
as an attacker might try to observe only a smaller subset and therefore increase his chances in total. Thus,
actually it has to be considered that an attacker only
tried to observe the node set that he actually succeeded
observing. The probability that a certain node set X
was successfully observed is then simply
Y
P (X) =
px .
x∈X

In accordance the overall damage for random attackers
for a graph G is defined by:
X Y
Arand (G) =
px DG (X)
X∈P(V ) x∈X
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Fig. 2: Example overlay network with observation probabilities between 0.1 and 0.9
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Figure 3 shows the different number of dropped endto-end-connections for all possible observation sets (and
the corresponding attacks) in the example overlay from
figure 2. The x-axis shows the probability P (X), i.e.,
the probability that an attacker succeeds in observing
the set X. The introduced metric Arand (G) can be interpreted as the weighted average over all points. In
the presented example overlay graph Arand (G) is 29.7,
which can be compared with other graphs of equal node
count and observation probabilities. Nonetheless, figure 3 also show that there are some node sets that
are easier to observe than others, while at the same
time creating a larger damage. Thus, a more intelligent
attacker might try to plan observations better. This
is reflected by the following, more intelligent attacker
model.
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Fig. 3: Damage DG (X) for all possible observation sets
X of the example network

Note that Arand (G) is not an expected value but rather
a performance metric with the purpose of comparing
topologies.
In order to calculate Arand (G), an actual damage
function DG (X) must be defined. Instead of counting
the number of affected nodes, for example, we suggest
using the normalized number of no longer routable endto-end-connections. This metric better reflects possible
partitions of the overlay network. Consider the example
overlay in figure 2 with different observation probabilities, the attack following the observation of the node
with probability 0.5 does much more damage than one
that concentrated on the node probability 0.7. In both
cases only 2 nodes are attacked, but in the later case
no partitioning occurs. The damage is therefore much
smaller.

In contrast to randomly selecting node sets for observation, an attacker might try to choose nodes in a more
sophisticated way. For example, he might try to observe
nodes with a higher degree, e.g., supernodes or VPN access concentrators. It might also be possible to observe
nodes in different geographic regions in order to have
the one and two hop neighborhoods of the observed
nodes to not overlap.
Thus, the greedy attacker would plan his attack by
sequentially adding nodes to the observation set X,
depending on the estimated impact and the “budget”
Pmin . That is the required lower bound for the probability that the chosen observation will succeed in a
given time period. Please note: While costs for greedy
attackers are usually considered to grow linearly with
the size of X, the proposed model uses the multiplicative cost model from random attacks. This is done as it
is believed to reflect real world effects in a better way,
i.e., chances for an observation to fail increases more
than linear with the set size.
Thus, for a given target damage Dmin the greedy attacker tries to find a suited node set X that maximizes
the following function:
max

Y

X⊆V
DG (X)≥Dmin v∈V

(1 − (1 − pv )xv ) .

Whereas, xv represents a binary variable that indicates
whether a node v is observed (1) or not observed (0).
The multiplicative effect makes it difficult to perform
the actual optimizations. However, as xv is binary and
pv ∈ [0, 1], it is possible to reformulate the function as

follows:
max log

Y

(1 − (1 − pv )xv )

v∈V

= max

X

log (1 − (1 − pv )xv )

v∈V

(
= max
= max

X

log pv

if xv = 1

v∈V

0

if xv = 0

X

xv log pv

v∈V

Using that formula, a greedy attacker may be implemented as outlined in algorithm 1.

Affected End-to-End Connections [%]
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Algorithm 1 Greedy attacker Dgreedy (G, Pmin )
G ← (V, E), X ← ∅, P ← 1.0
while {v ∈ V | P · pv ≥ Pmin } 6= ∅ do
v ∈ argmax{DG (X ∪ {v}) | v ∈ V \ X, P · pv ≥ Pmin }
X ← X ∪ {v}
P ← P · pv
G ← induced subgraph of G graph without v and its adjacent nodes
end while
return DG (X)

Interpreting the result, the greedy attacker selects
certain observable node sets from the grand total, i.e.,
from figure 3. Nonetheless, the actually achieved damage for a specific overlay network may vary, depending
on the budget Pmin . This makes it even more difficult
to compare different graphs of equal node count. In contrast to the previous attacker model, there is only one
attack set for each Pmin , however. Thus, it is possible to
obtain an overall performance index by calculating the
area under the function Dgreedy (G, Pmin ). Accordingly,
we define Agreedy (G) to be:
Z 1
Agreedy (G) =
Dgreedy (G, Pmin ) dPmin
0

For the example overlay graph from figure 2, the area
under Dgreedy (G, Pmin ) is plotted in figure 4.

2.4 Optimal Selection of Observed Node Sets
Usually in the context of IT security, not only the average resilience or the resilience against simple (greedy)
attackers is of interest, but also the worst case. In our
given scenario, this corresponds to attackers that have
full topology knowledge and plan attacks with that information optimally. This knowledge might either be
available when a deterministic construction algorithm
is used or when necessary data can be extracted from

Fig. 4: Impact of the greedy attacker on the example
network in figure 1
the routing information. We again assume that observing the traffic of a certain node v imposes a difficulty on
the attacker, hence making an attack of required Pmin
less likely to occur. Therefore, we denote the damage
caused by an attacker as:
Dopt (G, Pmin ) =
(
max DG (X) X ⊆ V,

)
X

log px ≥ log Pmin

x∈X

In analogy to the greedy attacker, we define the overall
DoS vulnerability performance index to be:
Z 1
Aopt (G) =
Dopt (G, Pmin ) dPmin
0

Given that DG (X) ∈ [0, 1], we will refer to resilience as
1 − Aopt (G) in the following.
However, while a greedy attack can be computed
in O(n4 ), the complexity of finding an optimal attack
grows exponentially with the size of G. To prove this
claim, we will show that the respective decision probD
lem Dopt
is NP-complete. For a given graph G with
observation probabilities p, a budget Pmin and damage
D
D, we define (G, p, Pmin , D) ∈ P
Dopt
if and only if there
is an attack X on G, so that x∈X log px ≥ log Pmin
and DG (X) ≥ D.
D
Lemma 1 The decision problem Dopt
is NP-complete.

Proof Since the calculation of damages of given attacks
is in FP and all possible attacks can easily be enumerD
ated, Dopt
must be in NP. In order to show the NPhardness, we reduce the well-known NP-complete probD
lem vertex cover V C [21] to Dopt
. Using a polynomialtime computable function f , V C inputs x = (G, k)
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D
are mapped to Dopt
inputs f (x) = (G0 , p, Pmin , D) so
D
that x ∈ V C ⇔ f (x) ∈ Dopt
. The transformed graph
0
0
0
G = (V , E ) is generated from the original G = (V, E)
by augmenting each edge by four additional nodes as
sketched in figure 5. The graph G0 is thus defined by:

V0 = V ∪N
N = {ue,i , ve,i | e = {u, v} ∈ E, i ∈ {0, 1}}
E 0 = {{x, ye,i }| e = {u, v} ∈ E, x, y ∈ e, i ∈ {0, 1}}
∪ {{xe,0 , xe,1 } | e ∈ E, x ∈ e}

ve,0
G:

v

e

u

G':

v

ve,1

u

If neither v nor u is in X, at least one ve,i and one ue,i
have to be observed to keep them from communicating.
In this case, either v or u may be selected for the vertex
cover. Therefore, each edge in G is incident to a node
in X.
While finding optimal attacks on a given topology
is a hard problem for the attacker to solve, this is good
news for operators only at first sight. It also makes finding optimal topologies for network sizes of practical relevance an infeasible task, as discussed in the next section. Furthermore, attacks may still be approximated
or optimally determined in exponential time by solving
the following Binary Linear Program (BLP):

ue,0
ue,1

DG (X) =

X
X
1
1
max
1 − fs,t ≡ min
fs,t
2
2
s,t∈V,s6=t

Fig. 5: Transformation of the edge e ∈ E to map a V C
D
instance x to an instance f (x) of Dopt

∀v ∈ V :

s,t∈V,s6=t

X

av ≤ xv +

xn

(1)

n∈N (v)

The observation probabilities pv can be set to an
arbitrarily chosen constant ∈ (0, 1) for all nodes in V 0 .
Furthermore, the lower bound for the damage D that
the attacker must achieve is set to the maximum value
1. With the budget Pmin set to pk , a feasible attack
X has to disrupt any possible communication path by
observing at most k nodes.
We will now show that with our construction, any
vertex cover problem solution can be derived by solving
D
.
the corresponding problem in Dopt
D
: If there is a vertex cover on
x ∈ V C ⇒ f (x) ∈ Dopt
G with at most k node, an attack X can be constructed
by observing the same k nodes in G0 . Since each edge in
G is incident to a node in X, all nodes in N are adjacent
to a node in X as well. The removal of all nodes in X
and all of their neighbors leaves the nodes in V \ X
isolated. Therefore, no communication is possible and
the damage is maximal.
D
f (x) ∈ Dopt
⇒ x ∈ V C: If there is an attack obD
serving at most |X| = k nodes so that f (x) ∈ Dopt
,a
0
vertex cover X for G can be constructed as
X 0 = (X ∩ V ) ∪ {u | ue,i ∈ X, e ∈ E, i ∈ {0, 1}}
The observed nodes in X ∩ V are also a part of the
vertex cover solution. If there are any nodes in N ∩
X, then a corresponding adjacent node in V is used
instead:
When considering an edge e = u, v ∈ E that has
been transformed in a subgraph according to figure 5,
either of two cases can occur. In one case at least v or u
are observed to disable the subnet, hence e is covered.

∀v ∈ V :

fv,v = 1 − av

(2)

∀s 6= t ∈ V, n ∈ N (t) : fs,t + at ≥ fs,n

(3)

X

(4)

xv log pv ≥ log Pmin

v∈V

∀ u, v ∈ V :
∀v ∈ V :
∀v ∈ V :

0 ≤ fu,v ≤ 1
0 ≤ av ≤ 1
xv ∈ {0, 1}

The BLP determines an attack that minimizes the
number of end-to-end connections. Constraint (1) ensures that av = 1 for each node v that is either observed
(xv = 1) or neighbor of an observed node, with N (v)
denoting the neighborhood of v. This marks the node
being a victim of the attack. Hence, the constraints (2)
and (3) force the reachability fs,t from s to t to become
1, if and only if it passes no attacked nodes. Finally, constraint (4) guarantees that the budget of the attacker
is met.
For efficient calculation, the program is designed to
use as few as possible explicitly marked binary variables. Nonetheless, the program forces the variables fu,v
and av to be either 0 or 1 even if they are treated to
be continuous. This eases actually solving instances of
the problem. However, the decision, whether a node is
observed is still binary, hence |V | binary variables (xv )
are required.
Since the solved problem is NP-hard, the required
effort to solve the BLP must also grow exponentially.
Nonetheless, depending on the graphs’ structure and
the observation probabilities, optimal attacks for graphs
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up to a hundred nodes can be calculated on common
hardware.
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attacks is an even harder problem. In the following,
the general problem of finding optimal topologies is defined. Afterwards, several properties are discussed that
indicate high DoS-resilience given all nodes have equal
observation probabilities.

Vulnerability Agreedy
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Fig. 6: Evaluation of several 3-regular graphs with optimal and greedy attacks. For graphs that are far from
the line, the greedy attack fails in finding an effective
attack.

Since solving the optimization problem is infeasible
for large graphs, the idea might come up to use the
greedy attacker to evaluate vulnerability and resilience
instead. However, depending on the graph’s structure,
the approximation Agreedy can differ greatly from Aopt .
Figure 6 shows this fact by comparing the vulnerability
metrics for a variety of 3-regular graphs, which are considered to be rather resilient. Details on the selection
will be given in section 3.2.1. The better the graph’s
resilience is approximated by the greedy attacker, the
closer the points are to the diagonal line. As there are
several graphs with a large distance to the ideal line, the
greedy attacker cannot be considered a reliable indicator for Aopt . By manual analysis, we found out that
graphs with a high greedy resilience are often partitioned by the optimal attacker by observing two or more
nodes. Since such a partition is often only generated by
the optimal attack, the induced damage is magnitudes
higher.
However, modeling and analyzing attacks on given
graphs is only a first step. The remainder of this article
focuses on finding topologies that minimize the damage
induced by optimal attacks.
3 Construction of DoS-resilient Overlays
While the resilience evaluation of a given graph is an
NP-hard problem, it is still feasible for smaller networks. Thus, DoS-resilient overlay networks should consider this attacker type. However, finding a topology
that provides optimal resilience against such optimal

The challenge of generating optimal DoS-resilient network topologies is a so-called Stackelberg competition
[10]. The network operator takes the role of the leader,
making his first move by creating the overlay topology,
which is observable to the attacker. Afterwards, the attacker — in the role of a follower — can react based
on the network given by the leader.
Therefore, when optimizing his network, the leader
must not only consider minimizing the cost, e.g., delay, bandwidth, or monetary costs, but also minimizing
the damage of a potential attacker. A trade-off between
these possibly contradictory goals may be achieved by
weighting them in the objective function. Given the designed network, the attacker calculates the attack set
by solving the previously defined optimization problem
Aopt . This leads the following problem definition:
operator: argmin{attackDamage(G, X) + c · costs(G),
G

for feasible topologies G and sets X}
attacker: argmax{attackDamage(G, X),
X

for feasible observed node sets X}
Due to the structure of this problem instance, i.e., that
the follower problem is also part of the problem formulation of the leader, the optimization problem for the
operator has at least one optimal solution. Finding this
solution, however, is even harder than finding an optimal attack. This is because the NP-hard attacker objective function is also part of the operator’s objective.
Given the current state of the art in bi-level programming [1, 10], finding optimal topologies is currently infeasible for graph sizes of practical relevance, e.g., hundreds of nodes.
To still approach the problem, heuristics have to
be found and simplifications have to be made. First,
we will focus on rather small graphs in the following,
i.e., of 30 and 64 nodes, in order to derive construction
principles for resilient graphs. It is not only faster to
determine these graphs’ resilience, but there are also
fewer relevant graphs in number. Second, we will assume that the observation probability is equal for each
node. Again, this shrinks the search space and speeds
up the resilience calculation considerably. Furthermore,
since real data on practical observation probabilities is
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scarce, this produces more comparable results. Third,
by deducting properties of resilient graphs, i.e., a low
degree, the search space can be further reduced.

3.2 Properties of DoS-resilient Topologies
Even the simplified construction problem with the same
observation probability for all nodes, makes finding optimal attacks still NP-hard. This is because observation
probabilities are not essential for the proof of lemma 1.
However, there are several metrics that are easier to calculate and correlate with the resilience as will be shown
in the following.

3.2.1 Node degree in DoS-resilient Graphs
When considering the node degree, two main effects
may be observed. On the one hand, connectivity can
be increased by increasing the node degree. This results in structures that are more resilient against partitioning. On the other hand, a high node degree implies
that more nodes are disclosed by observed nodes. Since
these effects are contradictory, there is a break even
point, where the vulnerability against partitioning and
the vulnerability due to high node degree are balanced.
Furthermore, it can be argued that resilient graphs
must be regular. In order to increase its gain, the optimal and greedy attackers will prefer observing nodes
with a high degree. Therefore, graphs that contain only
nodes of equal degree are potentially more resilient since
they do not contain exposed nodes.

Average node degree

8

7

6

5

4

3

2
0.22

0.24

0.26

0.28

0.3

0.32

0.34

0.36

0.38

0.4

0.42

Vulnerability Aopt

Fig. 7: Vulnerability against optimal attacks: random
graphs consisting of 30 nodes with varying node degree;
within each graph the node degree differs by at most
one. Sample correlation ρ = 0.714166 (ρ0 = 0.963795
for average degree ≥ 3).

In order to evaluate these arguments and find the
optimal node degree, we performed an experiment in
which 1,000 graphs with 30 nodes were optimally attacked. By construction, each of these graphs was either
regular or the difference between the lowest and highest
node degree was one. The vulnerabilities were obtained
by solving the optimization problem from section 2.4
using the Gurobi 5.0 [20] optimizer. The results depicted in figure 7 indicate an optimal node degree of 3.
For graphs of higher degree, the vulnerability increases
in a step function. Each step occurs with graphs that
are almost regular, i.e., have only one node with one
more neighbor than the others. This node is exposed to
the attacker and significantly decreases the resilience of
the whole graph.
The resilience of graphs with a degree below 3 varies
greatly. This is because some of them can be partitioned
by observing a single node. Surprisingly the only connected 2-regular graph (a ring) has a relatively high resilience. Even though its connectivity is low, it takes at
least two observations to partition it. Furthermore, each
observation unveils at most two other nodes. However,
as already outlined, several random 3-regular graphs
show a higher resilience in this experiment.
3.2.2 The Influence of Short Cycles
The previous experiment indicates that a higher resilience can be achieved by a low and homogeneous node
degree. However, figure 7 also suggests that this criterion is not sufficient for resilient graphs.
Even 3-regular graphs are vulnerable, if they contain small cycles. Because of the low node degree, nodes
within such a cycle are not well connected to the remaining graph, even though they are strongly connected
with each other. An example for this effect is depicted
in figure 8: the cycle of length 3 is connected to at most
3 different other nodes. If these 3 other nodes are affected by an attack, the cycle becomes partitioned from
the remainder of the graph and the damage increases
significantly. This gives also an explanation for the relatively high resilience of the 2-regular graph in figure 7.
It contains only one large cycle. By augmenting any additional edge the length of the smallest cycle is reduced
and the graph can be partitioned by observing a single
node.
Therefore, we conjecture that the longer the shortest cycle in a graph, the so-called girth, the higher its
resilience. In order to evaluate this hypothesis, 10,000
3-regular graphs with different girth were generated [29]
and assessed by calculating an optimal attack. Figure 9
shows the vulnerability in correspondence to the average length of the smallest non-trivial cycle through
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hop neighborhood, also the sizes of neighborhoods of
two or more nodes become more equal among the nodes.

Average length of the shortest
non−trivial cycle through each node

each node, where each cycle size 3 or higher is considered non-trivial. A visible result is that there is correlation between vulnerability and girth, and it becomes
stronger for more resilient graphs. In particular, all evaluated graphs of girth 7 and 8 have a rather high resilience.
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Fig. 9: Vulnerability against an optimal attacks: 30
node3-regular random graphs with varying girths; Evaluation of average length of the smallest cycle through
a node. Sample correlation ρ = −0.739117.

According to this correlation it could be assumed
that graphs with minimal size at given girth, so-called
cage graphs, are the most resilient. Surprisingly, the
only cage with 30 nodes, a so-called Levi graph [9], has
a girth of 8 and is not the most resilient. Possible reasons for this are inconsistencies due to the small size
of the examined graphs or the even cycle length which
causes the graph to be bipartite and therefore potentially easier to partition.

Therefore, larger neighborhood sets become of equal
size as the girth increases. The increasing homogeneity
within the graph can be measured by comparing the
results of node metrics throughout the graph. One well
known node metric is the closeness, i.e., the average
length of the shortest path to all other nodes. When calculating the closeness of all nodes, the sample variance
of these values can be used to measure homogeneity.
We conjecture that the more equal nodes are, regarding their closeness, the more equal they are as potential
targets to the attacker.
0.3

Sample variance of the
average closeness

Fig. 8: Segment of a 3-regular graph containing a small
cycle that becomes partitioned when the gray nodes are
taken down by an attack

Lemma 2 Given a d-regular graph (d ≥ 2) with girth
g ≥ 3, the size of a node’s dg−2/2e hop neighborhood N
Pdg−2/2e
consists of exactly
d(d − 1)i−1 distinct other
i=1
nodes.
Pdg−2/2e
Proof 1. |N | ≤ i=1
d(d − 1)i−1
The maximum distinct k-hop neighborhood in a dregular graph can be achieved by constructing a
d − 1-ary tree of depth k where only the root has
d neighbors. Each node has degree of at most d
and
a distinct k-hop neighborhood of
Pk the root has
i−1
d(d
−
1)
.
i=1
Pdg−2/2e
2. |N | ≥ i=1
d(d − 1)i−1
Assuming there are less nodes in the neighborhood
N , then at least two nodes from the previously constructed tree must be identical. This closes a cycle
of at most 2dg−2/2e < g nodes.
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3.2.3 Homogeneous Graph Structures

Fig. 10: Vulnerability against optimal attacks: 30 node
3-regular random graphs with varying girths; Evaluation of the sample variance of the average closeness per
node. Sample correlation ρ = 0.805688.

With an increase in the girth, the graph simultaneously
becomes more homogeneous. This means in extension
to a homogeneous node degree, i.e., the size of the one

Figure 10 shows the relation between vulnerability
and sample variance of the average closeness for the
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previously introduced set of 10,000 graphs. A clear correlation becomes visible, and the most resilient graphs
from the sample do not show any variance at all.
Therefore, we conjecture that given any node-specific
metric, its sample variance throughout the graph approaches zero as the graphs become more resilient. To
further substantiate this hypothesis a more strict node
metric was designed.
Let rx = (rx,1 , . . . , rx,l ) be the reachability vector,
so that rx,i is the number of nodes x that can be reached
over exactly i hops using the shortest path. When the
average number
of reachable nodes over exactly i hops is
P
1
r̄i = |V | x∈V rx,i , the inhomogeneity I(G) of a graph
G can be defined to be the sum of the standard sample
deviations of rx,i :

I(G) =

X

s

X
1
2
(rx,i − r̄i )
|V | − 1

3.2.4 The Influence of High Connectivity
Given a constant degree d, graphs that are highly connected are suspected to be more resilient since they are
harder to partition. One metric to intuitively express
connectivity in regular graphs of equal size is the diameter.
The previously introduced lemma 2 implies that in
a graph of girth g each node has a k-neighborhood of
maximum size for d ≤ dg−2/2e. By increasing the number of distinct nodes reachable over paths of length ≤ k,
a high girth therefore decreases the diameter.
Thus, the diameter is a simple indicator for a high
girth and by extension an indicator for a high resilience.
Another reason for low-diameter graphs having a high
resilience is the fact that short paths support the resilience directly, since it becomes harder for an attacker
to disrupt communication at intermediate nodes.

x∈V

i∈{1,...,l}

10
9
8

Diameter

While being similar to the closeness, I(G) compares
the size of k-hop neighborhoods for each k instead of
their weighted average. Therefore, the influence of possible inhomogeneities should be measured with more
significance.
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Fig. 12: Vulnerability against optimal attacks: 30 node
3-regular random graphs with varying girths; Evaluation of diameter. Sample correlation ρ = 0.756561.
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Fig. 11: Vulnerability against optimal attacks: 30 node
3-regular random graphs with varying girths; Evaluation of inhomogeneity I(G). Sample correlation ρ =
0.850833.

Figure 11 depicts the correlation of I(G) and the
vulnerability Aopt (G). This plot strengthens the previous assumptions that more homogeneously structured
are more resilient. The most resilient graphs are even
found to be perfectly homogeneous regarding this metric, i.e., for each k, each node can reach the same amount
of nodes via k hops.

Figure 12 shows the examined graphs’ diameters in
relation to their vulnerability. As expected, a significant
correlation was found. However, this correlation is not
as strong as with the previously examined metrics. This
is likely caused by the fact that the diameter is a maximum metric. Even a few longer paths increase it, while
they may have only little influence on the resilience.
By calculating the average instead of the maximum
path length these effects can be reduced. The correlation indicated by figure 13 is much stronger and clearly
shows the impact of high connectivity on the vulnerability.
A different connectivity metric is the so-called algebraic connectivity, which is defined as the smallest nonzero eigenvalue of the Laplacian matrix of the graph.
In this special case of regular graphs, the algebraic con-
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Fig. 13: Vulnerability against optimal attacks: 30 node
3-regular random graphs with varying girths; Evaluation of average shortest path length. Sample correlation
ρ = 0.852539.
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Fig. 14: Vulnerability against optimal attacks: 30 node
3-regular random graphs with varying girths; Evaluation of Algebraic connectivity. Sample correlation
ρ = −0.823763.
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ularity usually increases the graph’s vulnerability significantly. Furthermore, short paths and high connectivity also strengthen the topology against DoS attacks;
properties that are normally considered anyways due to
efficiency implications.
A harder to enforce property is the lack of short
cycles and the implied homogeneity, especially in distributed environments. Even in a centralized planning
procedure, finding graphs with optimal high girth –
so called cages – is a hard combinatorial problem. For
small instances calculation is still possible [29] and there
are several approximation algorithms for larger graphs
[3, 43].
4 DoS-resilience of Well-Known Graphs
The introduced graph metrics can improve the understanding of what makes some overlay networks more
DoS-resilient than others. They can also assist in the
vulnerability evaluation of large topologies, where solving the optimization problem is infeasible. However,
there are several well-known overlay topologies designed
to be efficient and resilient with regard to previously
existing metrics. In this section we will compare several of these commonly used topologies regarding their
properties and DoS-resilience.
4.1 Qualitative Analysis
Before taking a look at the vulnerability in numbers, we
introduce the graphs and compare their relevant properties, such as node degree and diameter. Furthermore,
we strengthen several graph types in order make a direct
comparison with the novel metric more fair.
4.1.1 Hypercube

nectivity is equal to the spectral gap, which is the difference of the two largest eigenvalues of the adjacency
matrix. It can be shown that the algebraic connectivity is bounded below by 4/d|V | with diameter d [30].
The results in figure 14 indicate that the algebraic connectivity is closely correlated with the vulnerability as
well.
3.2.5 Constructing DoS-resilient Topologies
When summarizing the presented metrics, the node degree has the strongest impact on resilience. More precisely, 3-regular graphs were the most resilient. While
this constraint is fairly easy to respect when designing
a network, it has one significant downside. There are
only 3-regular graphs of even size. Furthermore, our
evaluation showed, that a single node violating the reg-

Because of their low diameter of log(|V |) and relatively
low node degree of log(|V |), hypercubes have been applied in a variety of scenarios, such as parallel computing [13] and overlay systems [27]. They are highly connected and homogeneous, however, regarding the defined vulnerability metric, their non-constant node degree imposes a weakness, since attackers observing a
single node can disable more nodes in larger graphs.
Furthermore, as hypercubes are only defined for |V | =
2k , graphs of arbitrary size can only approximate the
hypercube structure. Theses imperfect structures do
not necessarily maintain the high connectivity and homogeneity the ideal hypercubes provide. This weakens
their practical relevance significantly, as it is desirable
to construct networks of any size with a consistently
high resilience.
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4.1.2 Cube Connected Cycles

4.1.5 Content-Addressable Network (CAN)

In order to overcome the hypercubes’ potential weak
spot, their growing node degree, transformations can
be applied. By replacing each hypercube node of degree d by a cycle of d nodes and connecting each to
a former neighbor a 3-regular graph is generated, the
so-called cube connected cycles [32]. The reduction of
node degree should improve the resilience significantly.
However, the transformation also decreases homogeneity and increases the diameter. According to the previous results, this again indicates a potential loss of
resilience. Furthermore, there are only cube connected
cycles with |V | = k2k nodes, since each of the hypercube’s |V | = 2k nodes are replaced by a k cycle.

The CAN [35] topology is non-deterministically constructed by segmenting a toroidal d-dimensional hyperplane. Each node is sequentially added to the plane at
a random position. If the segment it is positioned on
already contains a node, the segment is split in two so
that each part contains one node. The split is done either horizontally or vertically. After all nodes have been
added, the plane is segmented into |V | patches, each
containing a single node. The graph is then derived by
connecting each pair of nodes whose corresponding segments are adjacent.
In contrast to the previously discussed structures
this method allows for graph generation of arbitrary
size. The average node degree depends on d, but not
on |V |. However, the degree varies within the graph,
leaving some nodes more vulnerable than others to the
defined attacker, thus weakening the graph. Furthermore, the diameter is proportional to n1/d , indicating
that CAN graphs are more loosely connected than the
previous graphs. In order to keep the degree minimal,
we chose d = 2, which results in planar graphs with an
average degree between 4 and 5.

4.1.3 Butterfly Graphs
Quite comparable to the cube connected cycles are butterfly graphs, since they also provide a low diameter
and a constant node degree. They are constructed from
k + 1 interconnected layers of 2k nodes each. However,
this scheme induces inhomogeneities in the first and
last layer: Nodes in these respective layers have only
three neighbors, while all other nodes have four. This
inhomogeneity can be fixed by identifying the first and
the last layer and transforming the graph to a wrapped
Butterfly graph [19]. The transformed graphs have a
constant and consistent node degree of four and contain k2k nodes. Compared to the cube connected cycles a higher vulnerability can be expected, due to the
slightly increased degree.
4.1.4 “De Bruijn” Graphs
“De Bruijn” graphs are directed graphs of bk nodes.
They can be constructed by identifying each node with
a k-adic number to the base b. Each node is then connected to all other nodes that are a left shift of its
number. Therefore, nodes have a constant out-degree
(and in-degree) of b. Since our analysis focuses on undirected graphs with low diameter, we chose b = 2 and
undirected each edge. With b = 2, the nodes 0...0 and
1...1 have self edges, so their degree is reduced to 2 in a
digraph. Furthermore, the nodes 0101... and 1010... are
bidirectionally connected, thus their undirected degree
becomes 3. All other nodes have a distinct incoming
and outgoing neighborhood and therefore degree 4.
In order to fix these inconsistencies we connected
0...0 with 1...1, 0...0 with 1010..., and 1...1 with 0101....
This creates 4-regular fixed “De Bruijn” graphs with increased connectivity and homogeneity. Their properties
are otherwise similar to wrapped Butterfly graphs.

4.2 Resilience Evaluation
Each of the presented structures represents a class of
infinite graphs. In order to compare their resilience specific instances have to be analyzed. This imposes a difficulty, since most of these structures are only defined
for particular sizes such as 2k or k2k . Fortunately, with
the exception of the Butterfly Graphs, each structure
has a graph with 64 nodes. Furthermore, it is still feasible to determine the resilience of graphs with 64 nodes
using the BLP given in section 2.4. As previously discussed, Butterfly Graphs can be strengthened by wrapping them, reducing their size from (k + 1)2k to k2k =
64 with k = 4. Since random 3-regular graphs and
CAN graphs are not constructed deterministically, the
resilience of 100 graphs each was averaged.
To compare the well-known structures with the results from the previous section, 5 3-regular graphs with
64 nodes and a girth of 9 – the maximum with these
properties – were generated [29] and optimized as well.
The results depicted in figure 15 verify the presumptions and substantiate the results from section 3. The
3-regular structures (random, cube connected cycles,
and high girth) were found to be the most resilient followed by the 4-regular candidates (Wrapped Butterfly
and Fixed “De Bruijn” Graph), the highly homogeneous
Hypercube, the inhomogeneous “De Bruijn” Graph and
CAN structures.
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Fig. 15: Vulnerability comparison of different 64 node
graphs.

CAN graphs suffer not only from their inhomogeneous node degree, but also from the fact that they are
planar and therefore potentially easy to separate into
larger partitions. The “De Bruijn” graph has an inhomogeneous node degree as well. Fixing this issue by
increasing the connectivity reduced the vulnerability of
this structure significantly. Among the regular graphs,
the Hypercube was found to be the least resilient. While
it is highly homogeneous and connected, its dynamically increasing node degree – 6 with 64 nodes – cannot be compensated, the 4-regular Wrapped Butterfly
Graph is much more resilient. Cube connected cycles attempt to combine the properties of Hypercubes with a
low and constant node degree. This shows that there are
graphs that are more resilient than 3-regular random
graphs. However, by increasing the size of the smallest
non-trivial cycle – the so-called girth – the remaining
vulnerability can be further reduced.

5 Related Work
Constructing overlay networks to improve the DoS-resilience has been in the scientific focus for almost a
decade. One of the first approaches was SOS [23], where
the IP addresses of centralized servers are hidden from
the attacker by routing all requests via three layers of
a trusted overlay network. However, the security of the
system depends on the premise that overlay nodes are
trusted and cannot be compromised. In extension to
this idea, Fu et al. [17] proposed a capability-based
filtering at the edges and migration of services in order to evade node failures. Other means to achieve resilience are smart placement of backup resources and
selection of backup paths [8, 34]. Furthermore, scalable
VPN can provide a resilient overlay network [5]. For
special applications such as Application Layer Multi-
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cast (ALM) where no any-to-any communication is required, properties of optimal resilient overlay topologies
can be shown analytically [6, 4].
Strongly related to this article is the research of
Wang et al. [41]. Similar to our analysis in section 4, the
authors assessed several well known graphs regarding
their resilience. Since they assumed an uncoordinated
epidemic attacker model, their findings are quite contrary to our results. When the attack is spreading from
an initial node zero over the network, the stronger connected the network, the more it deteriorates. Therefore,
the CAN overlay topologies were found to be most resilient. This result was verified independently by simulations [2]. However, our results show clearly that these
are quite vulnerable, if the attacker operate more intelligent.
According to our attacker model, highly connected
graphs with a low constant degree and high girth, such
as cages [42] are the most resilient. Furthermore, cage
based network structures – named entangled graphs –
were found to be also useful to achieve other objectives,
such as low diameter or resistance against random failures [11].

6 Conclusion & Future Work
As the importance of overlay networks for VPN or peerto-peer-based applications in the private and commercial sector grown over the last decade, they also became
more and more attractive to potential attackers. With
the increase in attack bandwidth provided by botnets,
DoS protection is a pressing issue.
In this article we presented an attacker model that
is more suitable to reflect todays threads on overlay networks than single node attacks. We proved that finding
DoS attacks that induce the maximum possible damage with a given budget is an NP-hard problem and
presented and BLP to calculate such attacks for small
graphs. Furthermore, we were able to identify several
easier to compute criteria, that correlate with the resilience against optimal attacks. In particular, a low
degree of 3, high girth, low average path length, low
variation in closeness, and high algebraic connectivity
were found to decrease a topology’s vulnerability. When
regarding these metrics designing network structures,
highly resilient topologies can be created.
However, these results were found assuming homogeneous observation probabilities. Therefore, our future
work will focus on finding resilient topologies that contain nodes of varying observation probabilities. It is expected that this modification leads to less homogeneous
graphs and even non-regular graphs. In particular, re-
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lations between the distribution of observation probabilities and node degree distributions are interesting.
There is also uncertainty of whether or not more resilient nodes form clusters.
Another aspect of future research will circle around
scalable distributed self-organizing resilient network construction. This introduces more requirements as nodes
should not have knowledge of the full topology and
must not gain increasing knowledge of other’s IP addresses over time. A particular challenge will be maintaining efficiency and resilience under dynamics, i.e.,
insertion and removal of nodes.
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