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Research Interests

My research interests lie in formal foundations of secure IT systems, with the aim of making formal methods
for their design, analysis, specification, and implementation more accessible to a broad range of applications.
These include operating systems access control, information flow control for privacy protection, automated
threat countermeasures, and usable security.

I have also worked in the areas of software engineering for secure applications, applied mobile security,
image processing in metrology applications, and specification and analysis of distributed algorithms.

Education

03/2018: Ph. D. in Computer Science (Dr.-Ing.) from Technische Universitit llImenau (TU llmenau).

Topic: “An Aspect-oriented Approach to Model-based Security Engineering” [11]
Final Grade: “magna cum laude”
Published as “Aspect-oriented Security Engineering” by Cuvillier Verlag [19]

12/2010: Diplom-Informatiker (Dipl.-Inf., equiv. M. Sc. in Computer Science) from Technische Universitat
IlImenau (TU limenau).

Topic: “Model-based Analysis of SELinux Security Policies”
Final Grade: 1.4 (“very good”)

Professional Experience

04/2018-Present: Postdoctoral Researcher at TU limenau, Germany. Research and teaching in the Operat-
ing Systems and Distributed Systems group.

10/2012-03/2018: Graduate Student at TU llmenau, Germany.

Supervisor: Prof. Dr.-Ing. habil. Winfried E. Kiihnhauser, TU limenau, Germany.
Additional reviews by Prof. Dr. Mahesh V. Tripunitara, University of Waterloo, Canada; Prof. Dr. Indrakshi Ray,
Colorado State University, USA.

A main motivation for my dissertation was to enable a more streamlined and effective integration of model-
based security analyses into the process of engineering software systems [2, 4, 3, 7]. The basic idea of my
approach, to describe the engineering process through a pattern-like set of abstractions (aspect) tailored
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towards some analysis goal, was tested against the practical use case of mandatory access control policies
in operating systems. My evaluation included a heuristic analysis method of SELinux security policies for
potential privilege escalation vulnerabilities (safety property) [5, 6, 8, 10].

01/2011-06/2017: Research Assistant at TU limenau, Germany.

06/2009-09/2009: Intern at Hitachi Systems Development Laboratory (Hitachi SDL), Yokohama, Japan.
Design and implementation of two functions of a mobile data management system: encrypted data storage
and secure Bluetooth communication.

04/2008-05/2009: Student Assistant at TU Iimenau, Germany in Special Research Field (SFB) 622: Research
on Nanopositioning and Nanomeasuring Technology.

Grants

08/2019-07/2020: Internal Research Funding from TU llmenau (15.000 €).
07/2017-09/2017: Graduation Scholarship from TU limenau (3.900 €).

Academic Community Service

Active reviewer for IEEE Access, Elsevier Computers & Security.
PC member at ICSOFT 2019-2020, CyberTIM Workshop at ARES 2020-2021, SECRYPT 2021-22.
Shadow PC member at EuroSys 2013.

Teaching

Summer 2020: Special Award for Excellent Teaching at the Dept. of Computer Science and Automation

Winter 2017: Winner of Best Elective Lecture Award at the Dept. of Computer Science and Automation for
Advanced Operating Systems

10/2017-Present: Lecturer at TU limenau for

e Operating Systems (B.Sc. Computer Science)

e Advanced Operating Systems (B.Sc. Computer Science)

e Systems Security (B.Sc. Computer Science, M.Sc. Research in Computer and Systems Engineering)
e Security Engineering (M.Sc. Computer Science)

01/2011-06/2017: Seminar and Workshop Instructor at TU limenau for

Systems Security (B.Sc. Computer Science, M.Sc. Research in Computer and Systems Engineering)
Security Engineering (M.Sc. Computer Science)

Operating Systems (B.Sc. Computer Science)

Distributed Algorithms (M.Sc. Computer Science)

Transactional Information Systems (M.Sc. Computer Science)

Research Skills (M.Sc. Research in Computer and Systems Engineering)

Personal Information

Nationality: German
Languages: German (native), English (fluent), French (good), Japanese (basic), Russian (basic)
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